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1. GIOI THIEU
1.1 Muc dich

- Tai liéu nay dic ta giao dién két ndi gitra hé thong cua VIETINBANK véi cac ddi tac
cho dich vu Vi dién tu.

- Tai liéu nay dung cho can b k¥ thuat caa VIETINBANK va can b ky thuat cua cac
dbi tac dé phat trién cong két ndi thanh toan chuyén tién.

- Tai liéu nay dung cho nghiép vu va can bo kiém thir caa ddi tac va VIETINBANK trong
qua trinh xay dung testcase va nghiém thu san pham/dich vu ma 2 bén hop téc.

1.2 Khai niém, thuit ngir, tir viét tit

STT Thuat ngir Y nghia
1. | VIETINBANK Ngan hang TMCP Cong Thuong Viét Nam
2. TMCP Thuong mai C6 phan
3. NH Ngan hang
4. | TOKEN La mot chudi ky tu s6 dugc cip phép dé thay cho thong

tin lién két Tai khoan thanh toan ciia KH véi ing dung

cua doi tac

5 WS Web Service

6.  VietinBank iConnect Cong cung cap dich vu cho két néi bén ngoai

7. KH Khach hang

8. NCC Nha cung cip

o OTP One Time Password (Sé tu sinh ngﬁu nhién tai mot thoi
diém)
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STT Thuat ngir

10. |Provider

11. | Merchant

1.3 Pham vi
STT Thuat ngir
L Gigi thicu
2.

Giai phap bao mat

Vlethcmke

Y nghia
Déi tac trung gian thanh toan

Dbi tac/dai 1y st dung dich vu thanh toan

Y nghia

Téng quan V& tai lidu

Pic ta giao tiép hé thong = M6 ta cac API va céc tinh hudng sir dung

Phuong thire dé ma hoa ban tin va bao mat dit liéu
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2. DPAC TA GIAO TIEP HE THONG

2.1 So d6 tuan ty

2.1.1 Ludng Nap tién vao vi véi ludng OTP

. . Third Party Vietinbank
Khach han ; Bank Auth Server
g Pravider Open API
| | | |
i i i i
| . . |
X 1. Select Top Up o 2. POST floken |
| - g i
| |
! 2.1 Phdn hdi Access Token !
e |
i i i
| | N
I 3. POST Arlicash-in
! ! >
| . i
: 3.1.Phan hdikétqua |
i A e m— e — - ———— o
! !
| | 4. Send OTP : il
e AR EEEE LR R E b EE e R e
i 4.1. Input OTP — 4.2 POST v1iverify-otp-cash-in n
! v L v 4.2.1 Verify OTP
! < 4.2.2 Phan hoi két qua paymentiD
| e e
| T | T
X X X X
| - 5. POST fvl/submit-cash-in ~
! ! >
! 5.1. Phan héi k&t qu
| e S PR DO L S
! T ! T
! - & POST ivi/get-status-cash-in -
i
i i
| T 6.1. Phan hoi két qua
! 7. Phan hoi ket qua o mmmmmmomsososooooeoooooo Ao
_____________________________ L
!
i
i
i

!

Mo ta cac budc giao tiép:

Giai doan: Nap tién vao vi v6i ludong OTP
- Bude 1: Sau khi ding nhap vao tng dung cua TPP, khach hang thyuc hién yéu cau nap vi

dién tu.

- Bwéc 2: TPP thuc hién mot yéu cau lay access_token theo tiéu chuan OAuth2.0 véi
grant_type la client_credentials (Chi tiét duoc md ta tai muc 2.3.2) t6i hé thong xé&c nhan

cua Ngan hang.

+ Buée 2.1: Hé thong xéac nhan caa Ngan hang kiém tra thong tin trong yéu cau va phan

hoi access_token cho TPP.
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- Bude 3: TPP thuc hién giri yéu cau khai tao nap vi dién tir toi hé théng cua Ngan hang

thong qua API “Nap vi dién tir” tai muc 2.3.3.

+ Buwéce 3.1: Hé thong caa Ngan hang thyc hién kiém tra cac thong tin tir yéu cau cua TPP.
Khi céc thong tin hop 1¢, hé thdng ciia Ngan hang tra vé cho TPP mét ma giao dich duy

nhat (paymentld).
- Bude 4: Hé thdng caa Ngan hang gui OTP cho khach hang.
+ Bwée 4.1: Khach hang nhap OTP trén (tng dung cua TPP

+ Budére 4.2: TPP thyc hién giri yéu cau xac nhan OTP t6i hé théng cua Ngan hang thong
qua API “Xac nhan OTP” tai muc 2.3.4.

e Buwéc 4.2.1: Hé thong cia Ngan hang thuc hién kiém tra cac thong tin tir yéu cu cua
TPP.

e Budéc 4.2.2: Hé thong cua Ngan hang phan hdi két qua vé cho TPP.

- Bude 5: TPP thuc hién guri y8u cau xac nhan nap vi dién ti trén Ngan hang thdng qua API

"Xac nhan nap vi dién ta” tai muc 2.3.5.
+ Buée 5.1: Ngan hang phan hoi két qua cho TPP vé trang thai giao dich.

- Bude 6: Trong truong hgp TPP khdng nhan dugc phan hdi két qua hach toan tir Ngan hang,
TPP gui yéu cau lay trang thai giao dich téi hé thong cia Ngan hang théng qua API "Ly

trang thai giao dich" tai muc 2.3.6
+ Budre 6.1: Hé thong cua Ngan hang nhan dugc yéu cau va phan hi két qua lai cho TPP
- Bude 7: TPP hién thi két qua thyc hién nap vi dién tir cho khach hang.

2.2 Nguyén tic va quy dinh Ki thuit chung
- Bén thir ba (TPP) str dung ma s6 thué hop 1 con hoat dong tai Viét Nam (TPP-1D)

lam ma dinh danh.

- Ngén hang st dung mé ngan hang dung trong hoat dong nghiép vu ngan hang do
Ngan hang Nha nuéc Viét Nam cap cho cac ngan hang (Provider-ID) lam ma dinh
danh.
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- Giatri cua cot "Bt bugc" trong cac bang mé ta cac Open API phia duéi dugc quy

dinh nhu sau:
+ M: bt budc.
+ O: tuy chon.

+ C: diéu kién.

- Céc Open API c6 tham sé trong Body duoc Ky theo tiéu chuan RFC 7515 dang

Detached JWS.

- Thoi gian hiéu luc cua token cho tirng nhom néu trén dugc quy dinh nhu sau:

+ Access Token vai grant_type la client_credentials (POST /token): thoi gian hiéu luc
t6i da 3600 giay

2.3 Mo ta cac API

2.3.1 M ta giao thirc két ndi va danh sach API

a) Mo ta phwong thirc két ndi

API duoc published vaoi RESTful Web Service vai request thong qua giao thirc HTTPS véi

JSON, céc service dugc authen bang tham s client-secret va client-id do Vietinbank cung cap.

Muc dich 1a hd trg dbi tac goi cac API do Vietinbank cung cap.

Key

MAIN_URL

Protocol

Content-Type

Authorization

Value

https://api-uat.vietinbank.vn/vtb-api-

uat/development//ewallet64/v1{FunctionName?}

(Thdng tin s& duoc cap nhat theo ting méi trudng va thoi diém két
ndi)
https

application/json; charset=utf-8

x-ibm-client-secret (Danh cho api lay ma truy cap)

x-ibm-client-id (Danh cho api ldy ma truy cap)


https://api-uat.vietinbank.vn/vtb-api-uat/development/ewallet64/v1%7bFunctionName%7d
https://api-uat.vietinbank.vn/vtb-api-uat/development/ewallet64/v1%7bFunctionName%7d
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(Access_Token trong truong hop s dung phuong phap xac thuc ay
quyén Oauth2/0ICD)

Vietinbank cung cip cho client két ndi cac thong tin sau dé st dung khi goi API, mdi lan goi

API truyén thém thdng tin vao trong Header.

Key Type Description
x-ibm-client-secret = String Client secret do Vietinbank cung cap
x-ibm-client-id String Client id do Vietinbank cung cip

b) Danh sach API

STT Tén API URL Ghi chu
1. | API Lay mai truy cap Jewallet64/v1/token
2. | API Nap vi dién tir /ewallet64/v1/cash-in
3 API xac nhan OTP lewallet64/v1/verify-
' otp-cash-in
A API xac nhan nap vi dién tur /ewallet64/v1/submit-
' cash-in
; API Liy trang thai giao dich Jewallet64/v1/get-status-
' cash-in
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2.3.2 API lﬁ'ly ma truy cap

Vlethcmke

Request URL: https://api-uat.vietinbank.vn/vtb-api-uat/development/ewallet64/v1/token

Request Method: POST
MO ta:
REQUEST HEADER

Bit
STT Tén trwong Pinh dang M6 ta Ghi chu
bugc
. Content-Type String M | Application/x-www-form-
urlencoded
) Host String O | Xac dinh tén mién cta may
cht ma request dang gtri dén
REQUEST BODY
Bat o
STT Tén truwong Pinh dang M6 ta Ghi chu
bugc
. grant_type String M | Mac dinh la
"client_credentials".
) client_id String M | Client id do Vietinbank cung
cap
3 client_secret String M | Client secret do Vietinbank
cung cap
RESPONSE HEADER
Bit _
STT Tén trwong binh dang Mo ta Ghi chua
bugc
1 Content-Type String M | Méc dinh
“application/json”

RESPONSE BODY
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Bit
STT Tén trwong Pinh dang M6 ta Ghi chu
bugc
1 | access_token String M | Matruy cap
refresh_expires_in Integer M | Thoi gian hi¢u luc
2 refresh token (0 = khong
co refresh token)
3 token_type String M | Loai token. Gia tri mac
dinh: "Bearer".
A expires_in Integer M | Thoi gian hiéu lyc token
(gidy), ti da 3600s
5 | scope String M | Pham vi quyén truy cap

Bin tin méu

Request

{
"client id":"fbbfl1989a3ad0de68446317£5£104df0",
"client secret":"v3az53M5g2Je8UIYpCb55dS2CzCFujp3",

"grant type":"client credentials"

Response
{

"access token": "eyJhbGciOiJSUzIINiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICJI5Xz
1jSWhZRktiSVNOcUFVAHAQd31WSkctczFqa31FdDZj0XdtS1g3dCIRIN0.eyJ1leHAIOJE3NZQOM
zEyMDUsImlhdCI6MTc3NDQzMDkwNSwianRpIjoidHIydGNjOjJMAODE4Mz]1iLWQI1OGMtYjcxNS0O5
NzUzLT1ImOWVhOWYOMjdmYiIsImlzcyI6ImhOdHBzO18vbG9naW5zc28tdWFOLnZpZXRpbmJhbms
udm4 60DQ0My 9y ZWFsbXMvdGVzdCISImF1ZCI6ImFjY291bnQiLCJIzdWIiOiIxMWJIJMDE1Y102Zm
IOLTQWNGQtYmQ10S1kZDZhZTBmYzEWOTE1LCJ0eXAi01JCZWFyZXIiLCJhenAiOi JmYmImMTk40
WEzYWQwZGU20DQONIMxN2Y1ZJEWNGRMMCISImFjciI6IjEILCIhbGxvd2VkLWIyaWdpbnMiOlsi
LyoiXSwicmVhbGlfYWNJZXNzIjp7IndvbGVzIjpbImR1ZmF1bHQtcm9sZXMtdGVzdCIsIm9mZmx
PoMVEYWNJZXNzIiwidWlhX2F1dGhveml 6YXRpb24iXX0sInd1lc291cmN1X2FjY2VzcyIoeyJhY2
NvdW50Ijp7IndvbGVzIjpbImlhbmFnZS1hY2NvdW50IiwibWFuYWd1LWEFjY291bnQtbGlua3MiL
CJ2aWV3LXByb2ZpbGUiXX19LCJIzY29wZSI6ImVtYWlsIHRyb2ZpbGUiLCJIjbGl1bnRIb3NOIjoi
MTAuMi4xMzkuMjMyIiwiZWlhaWxfdmVyaWZpZWQiOmZhbHN1LCIJwcmVmZXJyZWREAXN1cm5hbWU

10



Ngén hang TMCP Céng Thuong Viét Nam

© 108 Trdn Hung Dao, Hoan Kiém, Ha Ni v B kI.I
@ 19005588 68 © vietinbankvn letln Cln

101JzZXJ2aWN1LWEFjY291bnQtZmJiZjE50D1hM2FkMGRINjgONDY zMTdmNWYxMDRkZjAILCIIbG
11bnRBZGRyZXNzIjoiMTAUMi4xMzkuMjMyIiwiY¥2xpZW50X21kIjoiZmJiZjES50D1hM2FkMGRIN
JgONDY zMTdmNWYxMDRkZJA1fQ.T-6K5HMcebkRTLQkeOgtvIxy80ko—

0Q2Gb6hHRRKST Qh2cVTN]jjT4YsY31l-dnreQXgDZhgNdybXqo8q3]jYvGspHclWr4df8—-
zLPkSuAF2Kpv MG8rz1BQyWI6TWSHz1gF2HKMErVY970Pw6K aDEXnsJge GfX3aly-
MKhMB1FAaBPy41czKbt0G4CvHgOTBDNSORNIghp5Lds7¢c5WnvUzIxddgwddvzSg2ioh0710dvVd5
W-5-E8KWv-CThLYyurCnPeZnJY83Y6PQZIGogwME14rNPzMrmZXg7Uhl-T2SUe4YgaFa—-—
VM5YT1ruWCDUNuulhm67supvS8Pi5VbMA",

"expires in": 300,
"refresh expires in": 0,
"token type": "Bearer",

"not-before-policy": 0,

"scope": "email profile"

2.3.3 API nap vi dién tw

Request URL.: https://api-uat.vietinbank.vn/vtb-api-uat/development/ewallet64/v1/cash-in
Request Method: POST

MO ta:

REQUEST HEADER

Bit
STT  Tén trwong Pinh dang Mo ta Ghi chu
bugc
1 | Content-Type String M Mac dinh "application/json”
Authorization String M binh dang: "Bearer " +
{access_token} theo tiéu
chuan RFC 6750.
2 - M access token duogc cip
theo quy dinh trong RFC
6749 (vaéi grant_type la
client_credentials).
Request-ID String M M3 dinh danh duy nhét cho
3 request, thuong dinh dang
UuID.

11
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STT  Tén truong Pinh dang M6 ta Ghi chu

Request- DateTime M | Ngay gio thuc hién yéu cau.
DateTime - Pinh dang: yyyy-MM-

4 ddTHH:mm:ssZ (UTC
DateTime), theo tiéu chuén

RFC 3339.

Provider-1D String M Ma dinh danh ctia Ngan hang
duoc quy dinh tai Muc 2.2.

TPP-1D String M Ma dinh danh ctia TPP duoc
quy dinh tai Muc 2.2.

JWS-Signature | String M Chir ky JWS theo quy dinh
tai Muc 2.2.

PSU-IP-Address | String @) Dia chi IP cua khach hang.
8 Gia tri nay phai la IPv4 hoac
IPV6.

PSU-User-Agent | String @) Thong tin trinh duyét trong
truong hop khach hang sur
dung ung dung web ctia TPP
9 hodc cac thong tin khac trong
truong hop khach hang sur
dung Ung dung khiac cua
TPP.

PSU-Device-OS | String O |Hé diéu hanh trén thiét bj
10 (mdy tinh/di dong...) cua
khéch hang.

client-1D String O Gia tri client id dugc quy
dinh tai Muc 2.2.

11

12
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REQUEST BODY

Vlethcmke

Bat
STT Tén truong Pinh dang M6 ta Ghi chu
bugc
. instructionldentification | String[50] M | Ma giao dich do TPP khoi
tao
2 | remittancelnformation | String[256] | M | NGi dung giao dich.
; instructedAmount Object M | Thong tin s6 tién giao
dich.
4 value | Number M | Sé tién giao dich.
currency | String[3] M | Loai tién t& quy dinh theo
5 ma cua bd ISO 4217 voi 3
ky tu viét hoa.
requestedExecutionDate | DateTime M | Ngay thuc hién giao dich.
- DBinh dang: yyyy-MM-
6 ddTHH:mm:ssZ (UTC
DateTime), theo tiéu
chuan RFC 3339.
ewalletToken String[30] M | Ma dugc sinh ra khi thuc
7 hién lién két vi dién tir giira
TPP va ngan hang.
g additionalInfo Object O | Théng tin bd sung (néu
co).
RESPONSE HEADER:
binh Bit _
STT Tén treong M6 ta Ghi chu
dang bugc
1 | Content-Type String M Mac dinh "application/json”

13
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Pinh Bat A o
STT Tén truwong M6 ta Ghi chu
dang bugc
, Request-1D String M | Gia tri duoc ldy tir request
header trong API cua TPP
5 Request-DateTime String M | Gia tri dugc ly tir request
header trong API cua TPP
A JWS-Signature String M | Chir ky JWS theo quy dinh
tai Muc 2.2

RESPONSE BODY:

binh Bit _
STT Tén trwong Mo ta Ghi chu
dang bugc

paymentld String[35] | M | M4 giao dich duy nhét do
Ngan hang cung cip cho
TPP trong APl Nap vi dién

tor

status String[4] M | Ma trang thai cua giao dich.
2 Theo tiéu chuan cia ISO

20022

statusDateTime DateTime M )
Thoi diém cap nhat trang thai

Dinh dang: yyyy-MM-
ddTHH:mm:ssZ(UTC

DateTime), theo tiéu chuan

RFC 3339.

14
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Vlethcmke

STT Tén treong

Mo ta

Ghi chu

authenType String[10] M

Nhan mdt trong cac gia tri
sau.

- "OTP": Thuc hién theo
ludng OTP.

- "DECOUPLED": Thuc
hién theo ludng Decoupled.
- "NONE": Trong truong
hop khong thuc hién theo
ludng OTP va ludng
Decoupled.

providerld String @)

Ma dinh danh cua Ngan
hang dugc quy dinh tai Muc
2.2.

merchantld String @)

M3 dai 1y VietinBank cau
hinh trén hé thong

7 | additionallnfo Object @)

Thong tin b sung (néu co).

Bdn tin méu
Request
{

"merchantId": "2008",
"instructionIdentification":
"remittanceInformation":
"instructedAmount™: {
"value": 6000000,
"currency": "VND"
by
"requestedExecutionDate":
"ewalletToken": "22834303231735603",
"additionalInfo": {

"note": "test api"

15

"hach toan ewallet v3",

"2026-01-15T18:30:002Z",

"8f3a27c4-abae-4717-b510-3db67cf5e215",
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Response
{

"providerId": "228",

"merchantId": "2008",

"paymentId": "4b2595bb65ee5e6f68a673£34d4377deb820a4844e31a68£13c9%ef30c
69d741Db,

"status": "ACSC",

"statusDateTime": "2026-03-25T09:56:28.6169679862",

"additionalInfo": {

"detailCode": "00",
"detailDescription": "Thanh cong",
"requestId": "9f0611af-48af-472b-ac98-bb71221d19%aa"
}y
"authenType": "OTP"
}
2.3.4 API xac nhan OTP

Request URL: https://api-uat.vietinbank.vn/vtb-api-uat/development/ewallet64/v1/verify-otp-

cash-in

Request Method: POST

Content-Type: application/x-www-form-urlencoded
REQUEST HEADER

Bit
STT Tén truong Pinh dang Mo ta Ghichua
bugc
1 |Content-Type String M | Mac dinh "application/json™

16
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STT Tén truwong Pinh dang sat M6 ta Ghi chu
bugc
Authorization String M | Binh dang: "Bearer " +
{access_token} theo tiéu
chuan RFC 6750.
2 - M3 access token duoc cap
theo quy dinh trong RFC 6749
(voi grant_type la
client_credentials).
Request-1D String[60] M | Mai dinh danh duy nhét cho
3 request, thuong dinh dang

UuID.

Request-DateTime | DateTime M | Ngay gio thuc hién yéu cau.
- PBinh dang: yyyy-MM-

4 ddTHH:mm:ssZ (UTC
DateTime), theo tiéu chuan
RFC 3339.

. Provider-1D String[8] M | Ma dinh danh cua Ngan hang
dugc quy dinh tai Muc 2.2.

6 TPP-1D String[15] M | Ma dinh danh cta TPP dugc
quy dinh tai Muc 2.2.

. JWS-Signature String M | Chir ky JWS theo quy dinh tai
Muc 2.2.

PSU-IP-Address | String[50] O | bia chi IP cua khach hang.
8 Gia tri nay phai la IPv4 hoac

IPv6.

17



Ngén hang TMCP Céng Thuong Viét Nam
© 108 Trdn Hung Pao, Hodn Kiém, Ha Nai
® 19005588 48 © vietinbankvn

Vlethcmke

Bit
STT Tén truwong Pinh dang M6 ta Ghi chu
bugc
PSU-User-Agent | String[200]| O | Thong tin trinh duyét trong
truong hop khach hang su
9 dung tng dung web cta TPP
hodc cac thong tin khac trong
truong hop khach hang su
dung trng dung khac cua TPP.
PSU-Device-OS | String[100]| O |Hé diéu hanh trén thiét bi
10 (mdy tinh/di dong...) cua
khach hang.
1 Client-1D String[50] O | Giatriclient id dugc quy dinh
tai Muc 2.2.
REQUEST BODY
Bit X .
STT Tén trwong Pinh dang Mo ta Ghi chua
bugc
. merchantld String M | M3 dai Iy VietinBank cau hinh
trén hé thong
, paymentlid String[35] | M |Mai giao dich duy nhit do
Ngan hang cung cép cho TPP
3 otp String[6] M | M3 OTP Ngan hang tra vé cho
khach hang
ewalletToken String[30] M | Ma duoc sinh ra khi thuc hién
4 lién két vi dién tir gitra TPP va
ngan hang
5 | additionalinfo Object O | Thong tin bo sung (néu cb)

RESPONSE HEADER

18




Ngén hang TMCP Céng Thuong Viét Nam

© 108 Trdn Hung Dao, Hoan Kiém, Ha Ni v B kI.I
@ 19005588 68 © vietinbankvn letln Cln

Bat
STT Tén truwong Pinh dang M6 ta Ghi chu
bugc
1 | Content-Type String M | Mac dinh "application/json™
5 Request-1D String M | Gia tri dugc lay tir request
header trong API cua TPP
; Request-DateTime | String M | Gia tri dugc ldy tir request
header trong API cua TPP
A JWS-Signature String M | Chir ky JWS theo quy dinh tai
Muc 2.2
RESPONSE BODY
Bit o
STT Tén truwong Pinh dang M6 ta Ghi chu
bugc
paymentld String[35] M | M4 giao dich duy nhat do Ngan
1 hang cung cip cho TPP trong
API Nap vi dién tu
consentld String[36] M | Gia tri do Ngan hang sinh ra
2 sau khi verify OTP thanh cong
trong ludong OTP
3 expireln Number M | Thoi gian hiéu lgc cua
consentld quy dinh tai Muc 2.2
status String[4] M | Ma trang thai cua giao dich.
4 Theo tiéu chuan cua ISO
20022
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STT Tén truwong Pinh dang M6 ta Ghi chu

statusDateTime | DateTime | M | Thoi diém cép nhat trang thai

Dinh dang: yyyy-MM-

5 ddTHH:mm:ssZ (UTC
DateTime), theo tiéu chuin
RFC 3339.

6 | additionalinfo Object O | Thong tin bd sung (néu co).

Bdn tin mdu
Request:
{
"merchantId": "2008",
"paymentId":
"f90fl7e23b6422caldc4c26alfe78alff0890c5£4602465d3d61375a65a50271",
"otp": "123456",
"ewalletToken": "22834303231735603"
}
Response:

{
"paymentId": "cb3a95efcf66dadcc4e8aB82£f1a367560384649a77bf5012dfadca8a25

Oacabbl",
"status": "ACSC",
"statusDateTime": "2026-03-25T09:22:27.3576862877Z",

"additionalInfo": {
"detailCode": "00",
"detailDescription”": "Thanh cong",
"requestId": null
}y
"consentId": "d4c0f3d5-19a5-40ef-851b-6796728bcdad",
"expireIn": "2026-03-25T09:27:27.357646910Z"
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2.3.5 API xac nhan nap vi dién tir
Request URL: https://api-uat.vietinbank.vn/vtb-api-uat/development/ewallet64/v1/submit-

cash-in

Request Method: POST
MO ta:

REQUEST HEADER

Bat
STT Tén trwong Pinh dang Mo ta Ghi chu
bugc
1 | Content-Type String M | Mac dinh "application/json”
Authorization String M | Binh dang: "Bearer " +
{access_token} theo tiéu chuan
5 RFC 6750.
- M access token dugc cap theo
quy dinh trong RFC 6749 (véi
grant_type la client_credentials).
; Request-1D String[60] = M | M&i dinh danh duy nhat cho
request, thuong dinh dang UUID.
Request- DateTime | M |Ngay gio thuc hién yéu cau.
DateTime - Binh dang: yyyy-MM-
4 ddTHH:mm:ssZ (UTC
DateTime), theo tiéu chuan RFC
3339.
. Provider-1D String[8] M |Ma dinh danh cua Ngan hang
dugc quy dinh tai Muc 2.2.
6 TPP-1D String[15] | M | Ma dinh danh cta TPP dugc quy
dinh tai Muc 2.2.
. JWS-Signature String M | Chir ky JWS theo quy dinh tai
Muc 2.2.
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Bit
STT Tén trwong Pinh dang M6 ta Ghi cha
bugc
g PSU-IP-Address | String[50] O | Diachi IP cua khach hang. Gia tri
nay phai la IPv4 hoac IPv6.
PSU-User-Agent | String[200]| O | Thong tin trinh duyét trong
truong hop khach hang st dung
9 ung dung web cua TPP hoac cac
thong tin khac trong trudong hop
khach hang st dung Ung dung
khac cua TPP.
10 PSU-Device-OS | String[100]| O | Hé diéu hanh trén thiét bi (may
tinh/di dong...) ciia khach hang.
1 Client-1D String[50] O | Giatri client_id dugc quy dinh tai
Muc 2.2.
REQUEST BODY
Bit . .
STT Tén trudong binh dang Mo ta Ghi chu
bugc
1 merchantld String M | M4 dai ly VietinBank ciu hinh
trén hé thong
, paymentlid String[35] | M | Ma giao dich duy nhat do Ngan
hang cung cip cho TPP
consentld String[36] C | Gia tri do Ngan hang sinh ra sau
khi x4c nhan thanh cong trén Ung
3 dung ciia Ngan hang trong ludng
Decoupled hoac xac nhan OTP
thanh cong trong ludng OTP
A ewalletToken String[30] M | Ma duogc sinh ra khi thyc hién lién
két vi dién tir.
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RESPONSE HEADER

Bat
STT Tén truong Pinh dang Mo ta Ghi chu
bugc
L Content-Type String M Mac dinh
"application/json"
Request-1D String M | Gid tri duoc liy tur
2 request header trong API
cua TPP
Request-DateTime String M |Gia tri duoc ldy tir
3 request header trong API
cua TPP
A JWS-Signature String M | Chtr ky JWS theo quy
dinh tai Muc 2.2
RESPONSE BODY
Bit _
STT Tén trudong binh dang Mo ta Ghi chu
bugc
paymentld String[35] M M4 giao dich duy nhat
. do Ngan hang cung cip
cho TPP trong APl Nap
vi dién tu
status String[4] M | M3 trang théai ctia giao
2 dich. Theo tiéu chuén
cua ISO 20022
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STT Tén trwong Pinh dang M6 ta Ghi cha

statusDateTime DateTime M | Thoi diém cap nhat
trang thai

Dinh dang: yyyy-MM-
ddTHH:mm:ssZ(UTC
DateTime), theo tiéu
chuan RFC 3339.

providerld String O | Ma trang théi cta giao
4 dich. Theo tiéu chuin
cua ISO 20022

merchantld String O | Ma dai ly VietinBank

c4u hinh trén hé théng

additionallInfo Object O | Théng tin bo sung (néu

co).

bankTransactionld String O | Sb giao dich ghi nhan
tai ngan hang néu giao
dich thanh toan thanh

cong

Bin tin méu
Request:

{
"merchantId": "2008",
"paymentId":
"19b7e2fbc529%0ce748828e0076£1a6011a4290b7£f£9%af17ad0147c8beb633aad",
"ewalletToken": "22834303231735603",
"consentId": "FIX CONSENT OTP"

Response:
{
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"paymentId": null,
"status": "ACSC",
"statusDateTime": "2026-03-25T09:58:58.25448622372",
"additionalInfo": {
"detailCode": "00",
"detailDescription”": "Thanh cong",
"requestId": "0590b44a-69fd-4435-85b1-5558£298589c"

by
"bankTransactionId": "jNIO-87rRGNgYD"

2.3.6 API lay trang thai giao dich
Request URL.: https://api-uat.vietinbank.vn/vtb-api-uat/development/ewallet64/v1/get-status-

cash-in
Request Method: POST
MO ta:
REQUEST HEADER
STT Tén trwong Pinh dang ot Mo ta Ghi chu
bugc
1 | Content-Type String M | Méc dinh "application/json"
Authorization String M | Binh dang: "Bearer " +
{access_token} theo tiéu
chuan RFC 6750.
2 - M3 access token duoc cap
theo quy dinh trong RFC
6749 (v6i  grant_type la
client_credentials).
Request-ID String[60] M | Mi dinh danh duy nhét cho
3 request, thuong dinh dang
UUID.
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STT Tén truwong Pinh dang M6 ta Ghi chu

Request- DateTime M | Ngay gid thuc hién yéu cau.

DateTime - binh dang: yyyy-MM-
4 ddTHH:mm:ssZ (UtcC
DateTime), theo tiéu chuén

RFC 3339.

Provider-1D String[8] M | Ma dinh danh cua Ngan hang
duoc quy dinh tai Muc 2.2.

TPP-ID String[15] M | Ma dinh danh cua TPP dugc
quy dinh tai Muc 2.2.

JWS-Signature String M | Chir ky JWS theo quy dinh tai
Muc 2.2.

PSU-IP-Address | String[50] O |Dbia chi IP ctua khach hang.
8 Gia tri nay phai la IPv4 hoac
IPV6.

PSU-User-Agent | String[200] O | Thong tin trinh duyét trong
truong hop khach hang su
dung ung dung web cta TPP
hodc cac thong tin khéac trong
truong hop khach hang su
dung tng dung khéc ctia TPP.

PSU-Device-OS | String[100] O | Hé diéu hanh trén thiét bi
10 (may tinh/di dong...) cua
khach hang.

Client-1D String[50] O | Gia tri client id dugc quy
dinh tai Muc 2.2.

11

REQUEST BODY
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Bat
STT Tén truong Pinh dang M6 ta Ghichu
bugc
. merchantld String M M3 dai 1y VietinBank cau
hinh trén hé thong
ewalletToken String[30] M |Ma dugc sinh ra khi thuc
2 hién lién két vi dién tur gitra
TPP va ngan hang
paymentld String[35] M | Ma giao dich duy nhéat do
3 Ngan hang cung cip cho TPP
trong APl Nap vi dién tr
RESPONSE HEADER
Bat o
STT Tén trwong Pinh dang Mo ta Ghi chu
bugc
1 | Content-Type String M | Mac dinh "application/json™
, Request-1D String M | Gia tri dugc lay tir request
header trong API cia TPP
5 Request-DateTime | String M | Gia tri dugc lay tir request
header trong API cia TPP
A JWS-Signature String M | Chir ky JWS theo quy dinh
tai Muc 2.2
RESPONSE HEADER
Bit _
STT Tén trudong binh dang Mo ta Ghi chua
bugc
1 | Content-Type String M | Mac dinh "application/json™
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Bit
STT Tén trwong Pinh dang M6 ta Ghi chu
bugc
, Request-1D String M | Gia tri duoc ldy tir request
header trong API ctia TPP
5 Request-DateTime | String M | Gia trj duoc ly tir request
header trong API ctia TPP
A JWS-Signature String M | Chir ky JWS theo quy dinh
tai Muc 2.2
RESPONSE BODY
Bit _
STT Tén trwong binh dang Mo ta Ghi chu
bugc
paymentld String[35] O | M4 giao dich duy nhat do
1 Ngan hang cung cp cho TPP
trong APl Nap vi di¢n tr
status String[4] M | Ma trang thai cua giao dich.
2 Theo tiéu chuan cta ISO
20022
statusDateTime | DateTime M | Thoi diém cap nhat trang
thai
3 Dinh dang: yyyy-MM-
ddTHH:mm:ssZ(UTC
DateTime), theo tiéu chuan
RFC 3339.
4 | additionalinfo Object O | Théng tin bd sung (néu co).
5 | additionalinfo Object O | Thong tin b6 sung (néu co).
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Bit
STT Tén trwong Pinh dang M6 ta Ghi chu
bugc
bankTransactionld | String O | Sé giao dich ghi nhén tai
6 ngan hang néu giao dich
thanh todn thanh cong

Bin tin méu
Request
{
"merchantId": "2008",
"paymentId":
"£f90f17e23b6422ealdc4c26alfe78alff0890c5£4602465d3d61375a65a50271",
"ewalletToken": "22834303231735603"

Response

{
"paymentId": null,

"status": "ACSC",
"statusDateTime": "2026-03-25T16:12:17.3790568552",
"additionalInfo": {

"detailCode": "00",

"detailDescription”: "Thanh cong",

"requestId": "4db73f7c-2ef8-4c42-81a3-bb04dd2030ea"
by
"bankTransactionId": "jNIO-87rRGNgYD"
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2.4. BANG MA LOI/TRANG THAI
2.4.1 M6 ta Response khi goi API bj 16
Error response sample:

"COde": "403",

"detail": "FORBIDDEN",

"additionalInfo": {

"detailCode": "16",
"detailDescription”: "TOKEN da o trang thai han che su dung",
"requestId": "498409e0-c242-4d11-9246-57ca%92c8e56d98"

}

Dién gidi error response:

Bit
STT Tén truong Pinh dang M6 ta Ghichua
bugc
code String M | Mai 16i tra vé va HTTP code
1 tham chiéu tai muc ma 16i
chung
, description String O | Thong tin bd sung thém chi
tiét vé 16i
3 | additionalinfo Object O | Thong tin bo sung thém
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2.4.2 Bang ma giao dich cia ban tin

STT| Mal6i Y nghia Ghi cha
1 Dir li€u truong accountld khong dugc
' 400 ACCOUNT _ID_REQUIRED réng
2. 400 ACCOUNT_NOT_EXISTED Tai khoan khdng ton tai
3. 400 CONSENTID_NOT_EXISTED |consentld khéng ton tai
A CREDITOR_ACCOUNTID_REQ | Dir liéu truong creditor accountld
" 400 UIRED khong dugc rdng
. CREDITOR_ACCOUNTID_NOT
" 1400 | EXISTED creditor accountld khong ton tai
6 CREDITOR_BANKCODE_REQ |Dtr liéu truong creditor bankCode
" 1400 UIRED khong duoc rdng
. Dir liéu truong creditor name khong
" 400 CREDITOR_NAME_REQUIRED | duoc réng
o DEBTOR_ACCOUNTID_NOT_E
" {400 XISTED debtor accountld khéng ton tai
9 DEBTOR_ACCOUNTID_REQUI | Dir liéu trrong debtor accountld
" 400 RED khong duoc rong
10 Dir liéu truong debtor name khong
"1 400 DEBTOR_NAME_REQUIRED | duoc rong
1 Dir liéu truong ewalletToken khdng
"1 400 EWALLETTOKEN_REQUIRED |duoc rong
1 EWALLETTOKEN_NOT_EXIST
"1 400 ED ewalletToken khong ton tai
13.1400 EXPIRE_CONSENTID consentld da hét han
14. (400 FROMDATE_INVALID Dt liu truong fromDate khong hop 1€
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15 Dir liéu truong fromDate khong duoc

"1 400 FROMDATE_REQUIRED réng
Dir liéu truong
16. INSTRUCTED_AMOUNT_CUR |instructedAmountCurrency khdng hop
400 RENCY_INVALID Ié

17 INSTRUCTED_AMOUNT_CUR | Dir liéu truong instructedAmount
1400 RENCY_REQUIRED currency khong duoc réng

18 INSTRUCTED_AMOUNT_VAL |Dir liéu truong instructedAmount
"1 400 UE_REQUIRED value khéng duoc rong

Dir liéu truong
19. INSTRUCTION_IDENTIFICATI |instructionldentification khong dugc
400 ON_REQUIRED rong

20 Dt liéu truong JWS-Signature khéng
"1 400 JWS_SIGNATURE_REQUIRED |dugc rong

21.1400 PAGE_INVALID Dir liu truong page khdng hop 1€

- Dir ligu truong paymentld khong duoc
1400 PAYMENTID _REQUIRED rdng

23.|400 PAYMENTID _NOT_EXISTED |paymentld khdng ton tai

Y Dt liéu treong Provider-1D khong
"1 400 PROVIDER_ID_REQUIRED duoc rong

- Dir liu truong PSU-IP-Address
1400 PSU_IP_ADDRESS_INVALID |khdng hgp 1€ (Truong hop cé dit liéu)

26 REMITTANCE_INFORMATION | Dt liéu truong remittancelnformation
"1 400 | REQUIRED khong dugc rong

- REQUEST_DATETIME_REQUI | Dt liéu truong Request-DateTime
"1 400 RED khong dugc rdng
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- Dir liéu truong Request-1D khdng
"1 400 REQUEST _ID_REQUIRED dugc rdng
Dir liéu truong
29. REQUESTED_EXECUTION_DA | requestedExecutionDate khong dugc
400 TE_REQUIRED rong
30. (400 SIZE_INVALID Dir liéu truong size khéng hop 1€
31.|400 TODATE_INVALID Dit liéu truong toDate khong hop 1é
2 Dir liu truong toDate khong dugc
"1 400 TODATE_REQUIRED réng
33 Dt liéu truong TPP-ID khong dugc
"1 400 TPP_ID_REQUIRED réng
34.1400 TPP_UNVERIFIED TPP chua dugc xac nhan
25 Lbi khéc lién quan toi yéu cau API tir
1400 OTHER phia TPP do ngan hang mo ta
36. (401 EXPIRED_TOKEN OAuth 2 token d3 hét han
37 JWS_SIGNATURE_UNVERIFIE
1401 D JWS-Signature xac nhan thét bai
Ma thdng bao OAuth hop 1€ da duoc
38. nhan, nhung quyén truy cap da bi tir
403 FORBIDDEN chdi
39. 405 WRONG_METHOD Sai phuong thirc HTTP
May chu gap phai tinh trang khong
40. mong mudn khién né khdng thé thuc
500 INTERNAL_ERROR hign yéu ciu.
n May cha nhan dugc phan hdi khéng
' 502 BAD_GATEWAY hop 1& tir may chu dich.
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4o May chu khéng nhan duoc phan hoi tur
| 504 GATEWAY_TIMEOUT may chi dich dé hoan thanh yéu cau.

4 Li khac lién quan t&i may chu xtr 1y
1500 OTHER yéu cau API do ngan hang mo ta.
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