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1. GIOI THIEU

1.1 Muc dich

Tai liéu nay dic ta cach thic két néi gitra hé thong cua VIETINBANK véi cac dbi tac sir dung
API dich vu Thu h¢ qua giai phap Tai khoan dinh danh.

Tai liéu nay dung cho cén bo k¥ thuat cia VIETINBANK va cén bo ki thuat cua cac ddi tac
dé tich hop hé théng.

Tai liéu nay dung cho nghiép vu va can bo kiém thir ciia déi tac va VIETINBANK trong qué

trinh xay dung testcase va nghiém thu san pham/dich vu ma 2 bén hop tac.

1.2 Khai niém, thuat ngir, tir viét tat

STT |Thuat ngir Y nghia

1 VIETINBANK Ngan hang TMCP Cong Thuong Viét Nam

2 TMCP Thuong mai C6 phan

3 NH Ngan hang

4 TKDD Tai khoan dinh danh
1.3 Pham vi

STT |[Chikc ning Muc dich

1 M0 ta API va giao tiép M0 ta cac API va cac tinh hudng sir dung

2 Phuong thic ma héa bao mat | Phuong thire ¢ ma hda ban tin va bao mat di liéu

3 Nguyén tac Xir ly sai s6t Cac nguyén tac xu ly sai sot, xu ly khi gap cac ma I5i

1.4 Gi6i thi¢u vé tai khoan dinh danh

Tai khoan dinh danh (mé dinh danh) 12 mot 16p tai khoan 4o dimg trude tai khoan gdc co
cdu tric do VietinBank quy dinh dwoc dung dé dinh danh cho 01 déi tuong cu thé nhu: 1 hoa
don, 1 sinh vién, 1 khach hang,... (do d6i tac quy dinh).

- Cautrac: VAC + VAV
- Trong do:
o VAC — Virtual account code: ma prefix 4 ky tu dinh danh cho mot tai khoan
gdc cu thé.
o VAV - Virtual account variables: Phan mi tuy bién dinh danh cho timg bill,
timg khach hang... tiiy theo nhu cau ddi tac
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M3 dinh danh tuong ty Alias nhung linh déng hon do ma tuy bién, va c6 thé duoc quan 1y bai
cac bén khac nhau.

1.5 Cac loai ma khoan dinh danh

- Ma khodn dinh danh do VietinBank qudn ly: d6i voi loai ma dinh danh nay, khi thanh
toan s& van tin ndi bo VietinBank dé 14y thong tin tai khoan. Ma hop 1& 12 ma di duoc

dang ky trude do, khach hang c6 thé thanh toan sb tién bat ky.

- Ma dinh danh khéng qudn Iy: 6i v6i loai ma dinh danh nay, khi thanh toan, hé thong
s& khong van tin dé 1ay thong tin tai khoan. T4t ca cac ma déu hop 1¢, khach hang c6

thé thanh toan véi sb tién bat ky.

- Ma dinh danh dwegc qudn ly boi déi tac: 61 v6i loai ma dinh danh nay, khi thanh toén,
VietinBank s& call sang d6i tac dé kiém tra thong tin thanh toan. Ma dinh danh c6 hop
1¢ hay khong s& phu thudc vao ddi tac. Cé thé kiém soat sb tién thanh toan (yéu cau

thanh toan ding sé tién)



Ngén hang TMCP Céng Thuong Viét Nam

© 108 Trdn Hung Dao, Hoan Kiém, Ha Ni v B kI.I
@ 19005588 68 @ vietinbankvn letln qn

2. PAC TA GIAO TIEP HE THONG
2.1 M ta cac giai doan giao tiép hé thong
1. Giai doan 1: Tao ma VietQR

béi tac VietinBank

1. Call API gen ma VietQR

2. Tra thong tin mé VietQR

Buére 1: Dbi tac call api tao ma VietQR cua VietinBank (Refer: 2.2.2 API tao ma VietQR (ddi
tac call API Bank))

Buwéc 2: Sau khi nhan duoc response, dbi tic decode base64 QRCode thanh string rdi convert
thanh ma QR
Luu y:
1. M3 QR chi hd trg viéc nhép liéu (ty dong input dir liéu nhu: dén ngan hang nao, tai
khoan nhén, sé tién, ndi dung giao dich) => do d6 request van tin khong mang bat ctr 1

ID backend nao tir genQR.

2. Ddi tac xir Iy ludng dich vu dua vao key 1a ma dinh danh. M4 nay sé& di xuyén sudt trong
ludng dich vu tir viéc genQR dén van tin va notify. Ngoai ra c6 thé dwa vao remark (ndi
dung chuyén khoan nhung kha rti ro do mét sé app bank cho phép sira (vi du: MB
Bank, VIB, Sacombank,...).

3. Co ché chan thanh toan nhiéu lan: Sau khi khach hang thanh toan, néu van tin lai ma

vira thanh toan thi d6i tac phai tra vé 15i: ma da hét no.

2. Giai doan 2: Giri yéu cau van tin
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Khach hang Mobile Banking i tac (3 party)

1. Sir dung App Mobile banking

de quet QR 2. Request van tin ma dinh danh
3. Call API vin tin théng tin mé
dinh danh (inq-bill (1100))
—‘4‘ Xirly yéu chu
6. Tré thong tin ma dinh danh, B 5. Tra thong tin md dinh danh

hién thi thong tin thanh todn lén
man hinh app mobile banking

Buére 1: Khach hang (nguoi dung cudi) thuc hién quét QR tai app Mobile Banking .

Buée 2: App Mobile banking request truy van thong tin ma dinh danh téi VietinBank

Budéc 3: Hé thong VietinBank thyc hién call API ing-bill (1100) t&i hé théng ddi tac (Refer:
2.2.3 API vén tin thong tin ma dinh danh (1100 — ing-bill) (d6i téc xay dung API))

Budée 4: Hé thong dbi tac xir 1y request tir VietinBank
Buée 5: Hé thong dbi tac phan hoi két qua (Ma dinh danh + Tén + Sé tién) cho VietinBank
Buérc 6: VietinBank tra thong tin ma dinh danh (M2 dinh danh + Tén + s6 tién) cho app mobile
banking va hién thi thong tin thanh toan 1én man hinh.

3. Giai doan 3: Giri bao c6/gach ng

Khach hang Mobile Banking VietinBank

7. Xac nhan thong tin thanh toan
va thye hién thanh todn

8. Request thanh todn md dinh danh

—‘ 9. Xir Iy yéu cau thanh toan
e

10. Call API Notify bao ¢d
(notify-bill (1200))

11. Nhan thong tin béo co
<«— va tien hanh gach ng ma

12. Tra thong tin gach ng thanh cong dinh danh

13. Tra thong tin gach no thanh cong

14. Hién thi giao dich
thanh cong

Bude 7: Nguoi dung st dung xac nhén thong tin thanh todn va thyc hién thanh todn

Buwéc 8: App Mobile banking giri yéu cau thanh todn ma dinh danh téi hé thong Vietinbank
Budée 9: Hé thong VietinBank xir 1y yéu cau thanh toan

Budée 10: Hé thong VietinBank thuc hién call API notify-bill (1200) (Refer: 2.2.4 API théng
bao két qua thu hd/gach no cho dbi tac (1200 — notify-bill) (d6i tac xay dung API) ) téi hé

thong dbi tac dé thong bao thanh toan thanh cong
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Buée 11: Di tac ghi nhan két qua ghi c6 va gach ng ma dinh danh

Bude 12: Dbi tac tra két qua gach no thanh cong sang VietinBank

Buwéc 13: VietinBank tra thong tin két qua gach no thanh cong sang app Mobile banking
Buwéc 14: Mobile banking hién thi thong tin két qua giao dich

2.2 Mo ta cac API

2.2.1 Danh sach API

STT |Loai bantin | Tén dich vu Tac dung Tén ham
I Tao mé VietQR theo .
1. Tao ma VietQR chuan Napas gr/vietgr/gen
1100
(request) Vantinthongtin | Truyvanthongtinma | _ ., .. .
2. , . api/vl/ing-bill
héda don dinh danh
1110
(response)
1200
(request) A . 4 | Ngén hang gui thong
3 1hong DO KELQUA 4o xac nhan thanh | apivinotify-bill
1210 : toan thanh céng
(response)

2.2.2 API tao mi VietQR (déi tac call API VietinBank)

API nay cho phép ddi tac goi téi API tao ma VietQR qua cong Open API do VietinBank cung
cap. API dwoc trién khai véi RESTful service théng qua giao thirc bao mar HTTPS dinh dang
JSON, cdc api dwot X&c thuc bang tham sé trén http header gom x-ibm-client-secret va x-ibm-
client-id do VietinBank cung cdp.

Key Type Description
x-ibm-client-secret String Client secret do VietinBank cung cap
x-ibm-client-id String Client id do VietinBank cung cap

Request URL.: https://api-uat.vietinbank.vn/vtb-api-uat/development/gr/vietar/gen
Request Method: POST

MO ta:
REQUEST
STT| Téntrwong | Binh dang bi%tc M0 ti Ghi chi
| |requestld String(30) M | ID coarequest |ID duy nhét tir hé thong dbi
' tac gui sang
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Vlethcmke

STT| Teéntrwong | Binhdang b%%tc MO ta Ghi cha
, | merchantld String(25) M | M3 déi tac Ma Vietinbank cau hinh trén
' hé thong
5 |Pproviderld String(25) M | Ma dbi tac Ma Vietinbank cau hinh trén
' hé thong
. Kénh thyc hién | MOBILE, WEB, POS,
4. |channel String (15) M giao dich DESKTOP
5. |version String(5) O Xgrlsmn cua | vp: 1.0.1
6. |clientlP String(16) o |IP cua doi the|\/n. 195 165 149 15
' gol API ' U
7. |language String(3) @) ngon N9 vp: vi, en
ung
. <. | Binh dang: 1SO8601
8. |clientDt String(14) M ;Zmﬁiglaérllj S(L' Vi du:
gui YeU €l | 2023-07-26T10:00:33.340Z
signData = requestld +
providerld + merchantld +
clientDt +
9. |signature String(2000) M | Chir ky sb data.accountNumber
Refer ’
4.1 Thuat toan ky so
Théng tin sinh
10. |data GenQRReq M [ndi dung sinh
OR
Data
11 |accountNumber | String(19) M |S6 tai khoan|Sé tai khoan nhan tién
' nhan tien
amount String(13) O |[Sétién - Néu khdng truyén sé tién
khi gen ma thi s& phai nhap
thu cong so tien sau khi quet
12. ma- Néu truyén sé tien khi
gen thi sau khi quét ma, KH
khong thé tyu sua so tien
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Vlethcmke

STT| Teéntrwong | Binhdang b%%tc MO ta Ghi cha
Gi4 tri nham xéac dinh muc
dich cua giao dich, VD: nap
Nbi dung aiao tien dién thoai, mua hang
13. | purposeOfTrans | String(70) @) dich 99 hoa... ,
' Noi dung giao dich la tieng
Viét khéng dau va khéng co
Ky tu dac bigét.
RESPONSE
STT| Téntrwong | Binh dang b%%tc M0 ti Ghi ch
requestld String M | ID cuarequest | ID cap nhat yéu cau giai
1. ngan duy nhat tor h¢ thong
doi tac gui sang
, | providerld String M | Mai d6i tac Ma VietinBank cau hinh trén
' hé thong
5 |merchantld String M | Mai déi téc Ma VietinBank cau hinh trén
' h¢ thong
chanel String M |Kénh thuc | MOBILE, WEB, POS,
4. hién giao dich | DESKTOP
5 version String O |Version cua|VD:1.0.1
' API
5 language String O | Ngbn ngir | VD: vi, en
' dung
clientIP String O |IP cua client|VD:172.168.142.15
7. doi tac goi API
signature String M | Chit ky sb signData =
requestld+providerld +
merchantld + clientDt +
8. status.statusCode
Refer ’
4.1 Thuat toan ky so6
9 clientDt String M | Thoi gian dei binh dang: YYYY-MM-DD
' tac gui yéu cau
data Object M |Chaa dir liéu | Data la kiéu Object c6 chira
10. QR code 1 truong la base64 QRCode
duoc mo ta ¢ hang lién dudi




Ngén hang TMCP Céng Thuong Viét Nam

© 108 Trdn Hung Pao, Hodn Kiém, Ha Nai
@ 19005588 468 @ vietinbankvn

Vlethcmke

Code

11.

base64QR String

Gia tri base64
cua md QR

Khi ddi tic nhan duoc ma
base64 nay thi decode ra
string va dung thu vién tao
ra mé qr dang anh.

Vi du:
Base64QRCode nhan
dwoc:

MDAwWMjAXMDEwWMj
EyMzgOODAWMTBB
MDAWMDAWNzI3MD
ExXODAWMDY5NzAO
MTUwWMTAOdHVkdD
AyMDhRUKICRIRU
QTUzMDM3MDQIND
A2NTAWMDAWNTgw
MIZONjI3OTAzMD
ItYWN1YWhhbmcw
NTEyZmILIM2NmOT
ItYmJjMDYXxMW1h
a2hhY2hoYW5nMD
cwOW1hZGIllbWJh
bjA4MThOaGFuaC
BOb2FulGhvYSBk
b242MzAONzY2MA==

String gr sau khi decode:
00020101021238
480010A0000007
27011800069704
150104tudt0208
QRIBFTTA530370
45406500000580
2VN62790309ma
cuahang0512fb5
3cf92-bbc0611
makhachhang0709
madiemban0818
thanh toan hoa don
63047660

Ma qr sinh dwgrc:

10
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sourceAppld
}

STT | Tén trwong Pinh dang bubc M6 ta Ghi chu
status StatusOutput M |MO ta trang
12. BaseApi thai cua
request
Dic ta cau tric kiéu dit liéu StatusOutputBaseApi:
statusCode String M | Trang thai
13 thanh cong
' hay that bai
cua request
statusDesc String M | M6 ta chung
14. Ve trang théi
cua request
errorinfo Array list { O |Mdtacuthé
String danh sach 16i
errorCode; Xay ra va cac
mo ta lién
String quan deén loi
15. errorDesc;
String

11
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Ban tin mau:
Request
{
"requestId": "2b50b81a-7d91-4915-9800-8989d4elf7dc",

"clientDt": "2024-10-07T09:56:40.5717014z",

"providerId": "9169",

"merchantId": "9169",

"channel": "internal",

"version": "0.0.1",

"language": "EN",

"clientIP": "172.20.3.162",

"signature": "tXXWWFJVPnH9jTTyu/exta36cK0V1ZQafDlzeHTFEtxhWy+XD2JID12g3PE

zJDPW1vVOn9tefOWugYXCkmceMJuvmEqycH5Bp9rv/3edCxytcoIJMLE1L50AX4kFhrD5CsmBTLE
01fSLSZ4B44PmtLRXCJEMVvIWs+1iBnm4kWxdu2 7LPzBe2FoFQPGzkiYE65E1iECPRjUMWV47T/YLSz
0z/Wasju0d2SDb7WihR+DoDIJZQHxn+r1LcNQvIZTqwmkrfPj/VdBz3p22amFzVhQDPR18G3k5A
gZrgG/50izg4GlgE4qO0WgTPEEYZBXwbRSNM)X30t060k/SQcQ50evC5BNg==",

"data": {
"accountNumber": "9VTD200309052356",
"amount": "5000",
"purposeOfTrans": "Tam ung vien phi"
}
}
Response
{
"data": {
"base64QRCode": "MDAwWM]jAxMDEwWMJEyMzg2MDAwWMTBBMDAWMDAwWNzI3MDE zMDAwWMD

Y5NzAOMTUWMTE20VZURDIwWMDMwOTAIMIMINjAyMDhRUk1CRIRUQTUzMDM3MDQ1NDAWNTgwM1 ZON
j I1MDAXMDAWMzAWMDUWMDA2MTAYMzZAWNT I zMTUSMDCcwWMDA4AMT ZUYWOgdW5SnIHZpZW4gcGhpNjMw

NDk2NDc=""
by
"merchantId": "9169",
"signature": "B+KhyJaLTEF9Y20249W/nL4J/aZA891epvAOf+gXjl/7/zj6xN+Lo2Kc+

WgL4p83Jk2RBUCEfgh7Jp3VdD]1 tnAkxWpPfZPdPzSMioWZNENvchPQO7tYdRGXjVkPhuKMt PKXJ

HzBgBm/gkm8C2rHBURAJNMASLMwmiWeTAC2HFcEANwwG1R3BxY8ga8hYW]8 fmGOvUJIVwisWlcHM

DCiHrIgsJIXfrngCi/Gx93zdjZrRIbraFyWlXrRmaPJRHQOma40iJkbsWf06ROFJ/Qq/uloV1IDr

Xn2HIk1tfTImUQGQE/I+mTPMVtBMpO33cILuAsFw0zVr1RVX3/221715Y475Q=="",
"requestId": "2b50b81a-7d91-4915-9800-8989d4elf7dc",

"providerId": "9169",
"clientIP": "172.20.3.162",
"channel": "internal",

12
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"language": "EN",

"version": "0.0.1",

"clientDt": "2024-10-07",

"status": {
"statusDesc": "Thanh Cong",
"errorInfo": [],
"statusCode": "0O"

}
2.2.3 API van tin théng tin méi dinh danh (1100 — ing-bill) (d6i tac xAy dung API)

API nay cho phép he thong VietinBank call sang déi tac dé truy vén thong tin ma dinh danh.
API duoc trién khai voi RESTful service dinh dang JSON. API nay doi tac xay dung

Request URL.: https://<partner-server>/api/v1/ing-bill
Request Method: POST

MO0 ta:
REQUEST
. Bat
T Tén trudong binh dang | bug Mo ta Ghi chu
C
1 | header Object M
Ma djph danh
duy nhat cua ban
2 | header.msgld String(50) M | ID cua ban tin tin (ban.,‘\ tin

response dien lai
gia tri nay tur ban
tin request)
1100 — Yéu cu
van tin héa don
1110 — Tra loi
yéu cau van tin

3 |header.msgType String(4) M | Loai ban tin héa don
1200 — Théng
bao chi ho
1210 - Tra loi
théng bao chi ho

13
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4 | header.channelld

String(6) M | Kénh giao dich

— Bit
T Tén trwong binh dang | bu¢ Mo ta Ghi chua
C
21xx01

Loai diém giao
dich

Point of service
types

211401: ATM
211501: quay
(branch)
211601: internet
211701: POS

211801: SMS
211901: Auto
(Ban _tin
response dién lai

gia tri nay tur ban
tin request)

5 |header.gatewayld

String(50) | M |Ma app dau bank

VietinBank
cung cap (VPG)

(Ban tin
response dién
lai gia tri nay tur
ban tin request)

6 |header.providerld

String(5) M | M&NCC dich vu

VietinBank
cung cap (VPG)

(Ban tin
response dién
lai gid tri nay tur
ban tin request)

7 | header.merchantld

String(10) M | Ma merchant

VietinE}ank
cung cap (VPG)

(Ban tin
response dién
lai gid tri nay tur
ban tin request)

14
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— Bat
T Tén trwong binh dang | bu¢ Mo ta Ghi chua
c
VietinBank
cung cap (VPG)
8 |header.productld String(6) M | M4 san pham (Bantin
' response dién
lai gia tri nay tur
ban tin request)
Thaoi gian giao dich,
. : dinh dang: 0730202515330
9 | header.timestamp String(14) M MMddyyyyHHmm |0
ss
10 |header.username String(50) @) gal khoan app phia
ank
Thuc hién ky
trén cac truong
théng tin sau
(treong nao
Stina(4000 khong co gia tri
11 |header.signature tring( M | Chit ky sb thi bo qua):
) data.transld +
data.transTime
+
data.custCode
12 header.additionalProperti Object 0 Thpng tin thém du Mic dinh rdng
es phong cho header
13 |data Object M
14 |data.transld String(50) M | Ma giao dich
Thaoi gian giao dich,
. . dinh dang: 0730202515330
15 |data.transTime String(14) M MMddyyyyHHmm |0
ss
Ma khach hang/Ma | ~: -
16 | data.custCode String(30) | M |thanhtoan/matai | S8 truc: VAC
y + VAV
khoan dinh danh
17 |data.additionalProperties | Object @) Thpng t!n them  dy Mic dinh réng
phong cua data

15
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— Bat
T Tén trwong binh dang | bu¢ Mo ta Ghi chua
c
18 |additionalProperties Object @) Thgng tf n them dy Mic dinh rong
phong cua request
RESPONSE
STT | Teéntrwong | Binhdang b%%tc Mo ta Ghi chu
1 |header Object M
Ma dinh danh
duy nhat cua ban
2 |header.msgld String(50) M ID cua ban tin tin (ban tm.; .
response dién lai
gia tri nay tr ban
tin request)
1100 — Yéu cau
van tin hoa don
1110 — Tra loi
yéu cau van tin
3 | header.msgType |String(4) M Loai ban tin héa don
1200 — Théng
bao chi ho
1210 - Tra loi
théng béo chi ho
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STT

Tén truwong

binh dang

Vlethcmke

M0 ta

Ghi chu

header.channelld

String(6)

Kénh giao dich

21xx01

Loai diém giao
dich

Point of service
types

211401: ATM
211501: quay
(branch)
211601: internet
211701: POS

211801: SMS
211901: Auto
(Ban tin response
dien lai gia tri

nay tir ban tin
request)

header.providerl
d

String(5)

Ma NCC dich vy

VietinBank cung
cap (VPG)

(Ban tin response
dién lai gia tri
nay tr ban tin
request)

header.merchant
Id

String(10)

M3 merchant

VietinBank cung
cap (VPG)

(Ban tin
response dién lai
gia tri nay tur ban
tin request)

header.productld

String(6)

M4 san pham

VietinBank cung
cap (VPG)

(Ban tin response
dién lai gia tri
nay tr ban tin
request)

header.timestam
p

String(14)

Thoi gian giao
dich, dinh dang:
MMddyyyyHHm
mss

0730202515330
0
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Vlethcmke

STT | Teéntrwong | BDinhdang | At Mo ta Ghi cha
bugc
Thuc hién ky
trén cac truong
thong tin thude
truong sau
(truong nao
khong co gia tri
thi bo qua):
data.details.trans
Id +
, data.details.trans
9 | header.signature | String(4000) M Chir ky so Time +
data.details.cust
Code +
data.details.cust
Name +
data.details.billld
+
data.details.amou
nt +
data.errors.error
Code
10 |data Obiject M
11 |data.errors Object M
data.errors . M43 13i ddi tac tra
12 .errorCode String(5) M|
data.errors . Mo ta 161 dbi tac
13 .errorDesc String(200) M s ve
14 | data.details Object M
. Ma giao dich (la
15 (Ijélta.detalls.trans String(50) M gié tri transld cua
message request)
Thoi gian giao
data.details.trans . dich, dinh dang: 0730202515330
16 Time String(14) M MMddyyyyHHm |0
mss
Ma khach
data.details.cust . hang/Ma thanh CAu tric: VAC +
17 1 code String(30) M | toan/Ma tai khoan | VAV
dinh danh

18
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STT Tén trwong Pinh dang bl?j:“)tc Mo ta Ghi chu
CAu tric tra vé:
Tén khach hang/|LTéNCONY
an hidn thi tré ty]_[Tén khéach
data.details.cust : Ten hien thy tre’r? hang/tén ma
18 Name String(70) M| appred Ol ginh danh]_[s
ote B0 T tien]VND.
g (Khong diu)
19 Sﬁtta.detalls.amo String(15) M |Sétién
data.details.amo . L opiA A ap: R
20 untMin String(15) 0] So6 tién toi thiéu
21 gata'deta"s'b"“ String(15) O |Mahéadon
29 data.details.prese String(4000) 0 Truong du phong
vel 1
23 data.details.prese String(4000) 0 Truong du phong
ve2 2
24 data.details.prese String(4000) 0 Truong dy phong
ve3 3
Ban tin mau
Request:
{
"header": {
"msgId": "a87d599f-3911-4b03-bd60-22a5cae2a45c",
"msgType": "1100",
"channelId": "211601",
"gatewayId": "AlOl IBR",
"providerId": "9480",
"merchantId": "8CAP",
"productId": "900000",
"timestamp": "07302025153300",
"username": "SOA",
"signature":

"mIQ15ME/sMRMEarzVrHpfhVLUXIc8ksaJdM4YQrKP7QNEQ6HPQATVGWXh7nBA2Y6Fd69Q9kd+76
AUdMGrX13ABoAp4 9hRNZQriFAUNhnIVbyoN3LruJ4NxZg9X6DGBXxtwllg8cQ/KKkQKY+mPTrwRr
OdrZJgE+tRycLOYBJIGt7W5N19sLHGImVE/VhIwtWhXbyKR+58JsW+RMRPhHwWQtpCd5EtCdgt67B
Qz2w0u/K1L5xjvz4ubfrjZuDF/ShzS0UCqCgwQwiJzNZT1ZzBZ0F9m2dUdana/In8JKLDCWkjKW
bcz6pgEopgVMOmY 9yTvYJA4Rk3h6y+LUNA+OtUS/G/g==",
"additionalProperties": {}
}y
"data": {

19
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"transId": "a87d599f-3911-4b03-bd60-22a5cae2a4d5c",
"transTime": "07302025153300",

"custCode": "8CAP250730152800001",
"additionalProperties": {}
}o
"additionalProperties": {}
}
Response
{
"header": {
"msgId": "a87d599f-3911-4b03-bd60-22a5cae2ad5c",
"msgType": "1110",
"channelId": "211601",
"providerId": "9480",
"merchantId": "8CAP",
"productId": "900000",
"timestamp": "07302025153300",
"signature":

"L6dbMPbOL72Wlcwa7SmwkM/UDHk2YGX6QWIGgRJuUDSx1m9gwS/qIlJovvyM90rcIJIAVIMENWmI
vB+0Wr4CgdkXj4Sp6xkIj+7VRhYFZNikC3nrCd3CuTklRcUZXB+zIjOK1rFz1£2Q0RhKn0rqQGo
TB3UMU86xmWl/3fMwuxCS22mz32ExRihdrKrqJVAdxKpAhLHSNVYtBwTUV3IJ7pyXvUMuEoOoX2¢c
8zSnuyxMIg29SgXN7Hwbmf/BtYHIGL+MVv7XAJKFIyRo1zYh8JcER1Y800NOLuot91tmns4UYBW
Tpb6bXw+fVIVsyfR+5TjhKlycSudtj8DkebK8dtgM4aw=="

}I

"data": {
"errors": {
"errorCode": "00",
"errorDesc": "Xt 1y thanh cdéng"

b
"details": {
"transId": "a87d599f-3911-4b03-bd60-22a5cae2a4dbc",

"transTime": "07302025153300",

"custCode": "8CAP250730152800001",
"custName": "BVDK HANOI TranVanA 50000VND",
"pillId": null,

"amount": "648000",

"amountMin": null,

"presevel": null,

"preseve2": null,

"preseve3": null

2.2.4 API thong bao két qua thu hd/gach no cho ddi tac (1200 — notify-bill) (ddi tic xay
dung API)

API nay cho phép h¢ thong VietinBank call sang déi tac dé"’thﬁng béo két qua thu hg. Pdi tac
su dung API nay de gaqh ne cho khach hang. API dwoc trién khai véi RESTful service dinh
dang JSON. API nay doi tac xay dung

Request URL.: https://<partner-server>/api/vl/notify-bill

Request Method: POST

MO ta:
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Vlethcmke

REQUEST

STT

Tén truong

Pinh dang

Mo ta

Ghi chu

msgld

String(50)

ID cua ban tin

Ma dj’nh danh
duy nhat cuaa ban
tin

providerld

String(5)

M4 nha cung cap

VTB sé tao ma
cho ting doi tac

transld

String(50)

Ma& giao dich

Dung dé& ddi
chieu, ma nay la
duy nhat

transTime

String(14)

Thoi  gian  giao
dich, dinh dang:
yyyyMMddhhmiss

Ex:
20201211155758

transType

String(20)

Loai giao dich

Loai giao dich:
C: Credit (giao
dich ghi c0)

D: Debit (giao
dich ghi no)

O: Other (giao
dich khac)

1: Giao dich xu
1y thong thuong
2 hoac
COLLECTION:
Giao dich xu ly
theo cl phép néi
dung chuyén tién
hoac Ghi c6 truc
tiép DDA

3: Giao dich tai
khoan ao

custCode

String(30)

Ma khach
hang/Ma  thanh
t0an/SH danh
bo/Ma NDT
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Vlethcmke

STT|  Tén trudng Pinh dang bi%tc MO ta Ghi cha
Mac dinh tra vé
rong. Can yéu

Ma ngan hang gui cau V1B CAéu

7 |sendBankid String(6) O |(970403 _ (hinh ~dé them

;o thdong tin vao
VietinBank) . s ;
truong nay. Co
thé anh huong
den toc do notify.
Mac dinh tra vé
rong. Can yéu
8 sendBranchld String(6) @) dich/Ma chi nhanh |, . . \
- théng tin vao
gui . N )
truong nay. Co
thé anh huong
dén toc do notify.
Mac dinh tra vé
rong. Can yéu
cau VTB cau

9 sendAcctld String(20) @) Tai khoan gui hlr}h de. the‘m
théng tin vao
truong nay. CO
thé anh huong
den toc do notify.
Mac dinh tra vé
rong. Can yéu
cau VTB cau

10 |sendAcctName String(200) O | Tén Tai khoan gui |Minh de thém
thdong tin vao
truong nay. CO
thé anh huong
den toc do notify.

11 |recvAcctld String(20) 0 Tai khoan nhan

12 | recvAcctName String(20) @) Tén tai khoan nhan

Tai khoan ao/tai

13 |recvVirtualAcctld String(25) @) khoan dinh danh/bi

danh nhan
Tén tai khoan

14 | recvVirtualAcctName | String(25) @) ao/tai khoan dinh

danh/bi danh nhan

15 |amount String(15) M | Sétién
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STT Tén truwong Pinh dang R M6 ta Ghi chu

Céc giao dich tai
S6 tham chiéu giao | quay s& khong cé
16 |bankTransld String(30) O |dich tir bank (S6|md nay chi cd
chung tir) giao dich qua
API

17 | remark String(200) M | Noi dung giao dich

M4 tién t& (mic

18 |currencyCode String(5) M dinh VND)

Str dung ky sé
RSA SHA256 dé
dam bao toan ven
die  ligu (tham
khao muc 3.4):
Thuc hién ky trén
cac truong thong
tin sau (trwong
nao khong c6 gia
19 |signature String(4000) M | Giatriky sd tri thi bo qua):
transld +
transTime +
custCode +
amount +
bankTransld +
remark

Xem chi tiét tai
muc 4.1

RESPONSE

STT Tén trwong binh dang R Mo ta Ghi chu

bién lai gia tri
1 transid String(50) M Ma giao dich nay tu ban tin
request

| Pién lai gia tri
2 providerld String(5) M Manhacungcap |nay tir ban tin
request
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STT Tén truwong Pinh dang M6 ta Ghi chu

Dbi tac tra vé
theo m6 ta & muc
3.3

Ma 161 doi tac tra

3 errorCode String(5) M v

MO ta 101 doi tac tra

4 errorDesc String(200) M v

St dung ky sb
RSA SHA256 dé
dam bao toan ven
thong tin (tham
khao muc 3.4):

’ Thuc hién ky trén
5 |signature String(4000) | M | Giatrikyso céc truong thong
tin sau (truong
nao khong co gia
tri thi bo qua):

transid +
errorCode +
errorDesc

Ban tin mau
Request
{
"msgId": "ea6e8f1b3d28438c89290cl52b66ebeb",

"providerId": "9111",

"transId": "501690869",
"transTime": "20240201140634",
"transType": "3",

"custCode": "2NDVNDV24012358711",
"sendBankId": "01202001",
"sendBranchId": "01202001",

"sendAcctId": "66666666",

"sendAcctName": "TEN NGUOI GUI",
"recvAcctId": "116002680669",
"recvAcctName": "",

"recvVirtualAcctId": "2NDVNDV24012358711",
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"recvVirtualAcctName": "",

"bankTransId": "164T24200GKAJ7BY",

"amount": "875800",

"remark": "CT DEN:164T24200GKAJ7BY CK",

"currencyCode": "VND",

"signature":
"ACFNnhKNj5aedtmCVQ08ag2xUz37czGmIQecMe3LAttoJ+tWCEFPVv5PjgNp4QM8MCKiRQskJLd4E
gkl6uQ5LTQcyJ5F02nGX006UwQmiH5MyQFN+2zHPN/sZg8VPXY1Y0zmuEaRvVO1VcSclP2 6MXpMY z
ZEuSEKiquhsvijIPC2rpl5XbBBL1vGp3N42dVEZziMPkghQFAs3fPRX7mGeWY 9Y1dHemLeAUSxAXT
H31RT2BPDw/QRmTM3LdAxvsF8a5+1cf8QwTa8ALbi2h3EOPtYybyMM4Vyg/+6Cpj54kl1Fe0As5kh
S6EXfYV5VLG)8/bGYqsVaP2Mk31icFEx8Pmg2pWTgROw=="8
}
=> Data for verifying (trwong signature):
501690869202402011406342NDVNDV24012358711875800164T24200GKAJ7BY CT

DEN:164T24200GKAJ7BY CK

Response

{
"transId": "501690869",
"providerId": "9111",
"errorCode": "00",
"errorDesc": "Thanh cong",
"signature":

"MrLQ2EOg/0ry7zVhR7612cqHgNazZIz0pw+WRE89kBamkQzxu+YTaaONdHG1 fDDSU3MUGRSRgVB
v3vr6KM52Na9eMPxT60b3pkurQ5ri FUcDOsQMCObDNJIvNfjx5CEtk3WsWi6SVSsM61Z0b0jJGXRB6
azxN4QkXLbsDzw05IMUU] 5PuNAipwmypoafnAOFwIHvCtSefu5HhNeJ56vppA7pULlJYSDY/4Yc5
smXIINS1lceEE4wu7sI9¢cpzbX3KkmpJd0lwidzgd/ele2rvICpf282HSZBx8KfBWKkIHNI3F8XxS
ucW8Rrw0gjOYZgZwCOyAxh7LaUvyb7IiKwasynnsj+A=="

}
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2.3. Co ché thong bio lai notify (retry notify)

Co ché nay dugc thuc hién trong trudng hop notify qua di tac nhung ddi tac tra vé 16 hoic bi
timeout do duong truyén (bank khong nhdn diwroc phan hoi), phia bank s& tién hanh retry lai
notify theo co ché 5 phit 1 lan, ti da retry thém 3 1an.

Khach hang
thanh toan
thanh cong

<l
-

y

Bank glri notify
request cho dai
tac Wait 5 minutes...

Fail

Tra vé that bai/
timeout

Dai tac response
cho bank

»  retryTimes++ ———»

Tra vé thanh cong True

<l
-

M@ hinh retry notify doi tdc trong trirong hop fail/timeout

Bdn tin notify retry sé c6 diz liéu trwong transld giéng véi ban tin goc, do dé déi tic dic
biét luew ¥ thém phan check trung transld khi nhén notify, tranh trwong hop timeout doi
tic dd nhdn dwoe nhwng bank van retry, gay nhgn giao dich nhiéu lan.
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2.4. Bang mi 16i / trang thai
2.4.1. Bang mi trang thai phan ing-bill (1100), notify-bill (1200)

STT Ma I6i | M0 ta i

1 00 Success

2 01 Khong xac nhan duoc chu ky so

3 02 Ma KH/Hoa don khong ton tai

4 03 Loi xay ra khi gach no/tang suc mua
5 05 Trung giao dich (transid)

6 99 Loi khong xac dinh

2.4.2. Bang ma trang thai tao ma VietQR

STT '}ﬂ? MO ta 13i Ghi chd

Dit liéu dau vao khdng hop 1 do vi

1. | 3 |STATUS_CODE_INVALID_INPUT C A
- - - pham céc rang budc

2. | 10 |STATUS_CODE_ERROR_BACKEND | Exception xay ra phia backend

3. | 0 |STATUS CODE_SUCCESS Xtr li thanh céng

Sai cap key: x-ibm-client-id Trao d6i tai Email/Group k§ thuat
4. 1401 | T o e AR

X-ibm-secret-id tai header vai doi tac

Ldi ky s6/Chua céu hinh di tAc trén hé | Trao d6i tai Email/Group k§ thuat

5. | 403 théng véi doi tac
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4. GIAI PHAP BAO MAT
4.1 Thuat toan ky sb
Khi trao dbi gitra ddi tac va VietinBank, VietinBank sir dung giai phap sign/verify dé kiém tra
tinh todn ven dit liéu chay trén duong truyén, moi chirc nang (API) déu thuc hién theo hinh
thuc sau:
Veé tiéu chuan:
- Thuat toan (Algorithm) : SHAL hoac SHA256
- binh dang file public key (.CER file)
Truwdéc khi tién hanh sign/verify can:
- Ddi tac gui cho VietinBank public key (dang .cer), gui 1 1an qua email hoic skype...
- VietinBank gtri cho dbi tac public key (dang .cer), gii 1 1an qua email hoic skype...
Veé ludng trao ddi giira ddi tac va Bank:
1. Chiéu dbi tac goi Ngan hang:

- B1: Ddi tac sign (ky) dir liéu trudng signature bang private key cua ddi tac trudc
khi gui sang VietinBank, quy tic cong cac truong (fields) dé ky dugc mé ta chi tiét
& cac chuc ning trong muc 4 (phan mo ta signData))

Vi du: Cong cac truong vao thi thanh d@r liéu truéc ky signData =
123456211701201909201557585110000206482NGUYENVANA”

Thuc hién sign duoc két qua c6 duge va gan vao trudng signature = “base64” roi
truyén sang Bank

- B2: Bank nhan dugc dit liéu cua ddi tac, tién hanh Verify (kiém tra) dit liéu bang
public key (cua dbi tdc gui trudc d6), néu dung goi vao bén trong
BackeEnd/CoreBank ctia ngan hang dé xir Iy thong tin.

- B3: Bank thyc hién sign (ky) dix liéu truong signature bang private key cua Bank,
quy tic cong cac truong (fields) ciing duge mo ta chi tiét o field “signature” (phan
dic ta API), sau d6 tra dit liéu vé cho dbi tac

- B4: DPdi tac nhan duogc dir liéu, verify dir liu bang public key cua Vietinbank giri
trude d6, néu ding thi xtr Iy nghiép vu tiép, sai bo di vi co thé dit liéu khong duoc
toan ven.

2. Chiéu Ngan hang goi ddi tac:

- B1: VTB sign (ky) dir liéu truong signature bang private key cua VIB trugc khi
giri sang ddi tac, quy tic cong cac truong (fields) dé ky dugc md ta chi tiét & muc
header.signature cua RQ 1100, 1200
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Vi du: Cong cac truong vao thi thanh dir liéu trugc ky signData =
“123456211701201909201557585110000206482NGUYENVANA”

Thuc hién sign duoc két qua c6 duge va gan vao trudng signature = “base64” roi
truyén sang ddi tac

- B2: Ddi tac nhan duoc dit liéu cia VTB tién hanh Verify (kiém tra) dit liéu bing
public key (cua bank giri trude d6), néu dung goi vao bén trong BackeEnd cua ddi
tac dé xu ly thdng tin.

- B3: Déi tac thyuc hién sign (ky) dir liéu truong signature bang private key cua ddi
tac, quy tic cong céac truong (fields) cling duwoc mé ta chi tiét & muc header.signature
cua ban tin 1110, 1210, sau dé tra dit liéu vé cho bank

- B4: Bank nhan duoc dir liéu, verify dit liéu bang public key cua déi tac guri truéc
d6, néu ding thi xir Iy nghiép vu tiép, sai bo di vi co thé dir lidu khong duoc toan
ven.

4.2 Quy dinh dong go6i message
Message trao doi gitra DOl TAC va VietinBank phai dugc ky trude khi gui.
Bén gri:
- Ky s theo chudi string duwoc mo ta tai field Signature cua tirng AP bang private
key cua bén gui
- Luu gia tri ky s6 vao tham sé signature
Bén nhan:
- Verify chit ky sé bang public key cua bén giri
- Xt ly thong diép da dugc verify thanh cong
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