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1. MO TA CHUNG

1.1. Mo ta
VietinBank cung cip cac API cho hé thdng cua khach hang/déi tac tich hop véi hé
théng cua VietinBank théng qua ludng két néi API dé truy van thong tin vé s tai
khoan, sb du cua tai khoan thanh toan, tién guri, tién vay, bao 1anh; cac thong tin vé

lich sir giao dich trén TK tai VietinBank Khai niém, thudt ngi, tir viét tit

1.2. Khai niém, thuit ngir, tir viét tat

STT Thuit ngir Y nghia
1 VIETINBANK Ngén hang TMCP Céng Thuong Viét Nam
2 TMCP Thuong mai C6 phan
3 NH Ngan hang
1.3. Phamvi
STT Chirc nang Muc dich
1 M0 ta API va giao tiép M0 ta cac API va cac tinh hudng sir dung

Phuong thuc m& hda bao

mat Phuong thirc dé ma hoa ban tin va bao mat dir liéu

2. HUONG DAN CHUNG VE PANG KY KY THUAT

2.1. Diéu ki¢n dé tich hop
Dé goi duoc cac API cua dich vu Van tin thudc ludng két ndi qua API, khach hang/ddi
tac can phai dang ky voi VietinBank va dang nhap bang user VietinBank cung cap c6 ky s6
ngudi dung va dang nhap bang user VietinBank cung cp phat token cho phién giao dich thong

qua co ché OAUTH2.0 (str dung username va mat khau dugc Ngan hang cung cap).

2.2. Mb ta phwong thirc truyén nhén dir liu

M6 ta giao thirc két noi
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API duogc published vai RESTful Web Service vai request thong qua giao thauc HTTPS
vo1 JSON, cac service duoc authen béng tham sd client-secret va client-id do Vietinbank cung

cap. Muc dich 1a hd tro déi tac goi cac API do Vietinbank cung cap.

Key Value

https://api-uat.vietinbank.vn/vtb-api-
uat/development/statement/{FunctionName}

MAIN_URL . . i
('J'hong tin s€ duoc cap nhat theo tirng moi treong va thoi dieém ket
noi)

Protocol https

Content-Type application/json; charset=utf-8

x-ibm-client-secret

Authorization x-ibm-client-id
(Access_Token trong truong hop sir dung phuong phap xac thyc uy
quyen Oauth2/0ICD)

Vietinbank cung cp cho client két ndi cac thong tin sau dé sir dung khi goi API, mdi

lan goi API truyén thém thong tin vao trong Header.

Key Type Description
x-ibm-client-secret = String Client secret do Vietinbank cung cap
x-ibm-client-id String Client id do Vietinbank cung cip

- Phwong thirc két ndi qua FTP hoic SFTP: Truyén file theo dinh dang excel, csv,

txt, xml, ...
- Phwong thirc ky so:
= Nguyén tic trao ddi khoa: Bdi tac gui public key cho VietinBank, VietinBank
giri public key cho ddi tac.
= Thuat toan sir dung trong ky sé: SHA1 hoic SHA256, c6 thé sir dung chit ky s6
1024 bit hoac 2048 bit.


https://api-uat.vietinbank.vn/vtb-api-uat/development/statement/%7bFunctionName%7d
https://api-uat.vietinbank.vn/vtb-api-uat/development/statement/%7bFunctionName%7d
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= Quy dinh ky sé: Ban tin dau vao cac APIs 1a ban tin JSON dugc thyc hién ky sb

(noi dung) theo ludng mo ta sau:

+ Quy trinh ky thuat ky sé:

1 101100110101 |

—— PG odhng Bam

DHirmg hisen beam
PG ung

=L

o
Dang km:erl mar od ky
—-—allllﬂllﬂlllu * '
Cherlei ek

ChiFng
Thir 55

T hvn—iﬂ'idl_rlg

cln oy & chik ky

MG dung ki

Ban tin goc => Thuc hién ky sb bang privateKey => Ban tin da dugc ky s6 => Goi

API => Déi tac nhan dugc ban tin (da ky sd)

+ Quy trinh k§y thuit x&c thwc chir ky so:

private key déi tac Tra 16i ky s6

request déi tac Bank verify

(1)
(3)

. 1o 12 response API
XU Iy [énh Bank ky }—-I Response bank
public key d6i tac @
4

c
=

private key bank

Verify

v' Buwéc 1: i tac sign (ky) dir liéu truong signature bang private key cua ddi tac
truéc khi gui sang VTB, quy tic cong cac trudng (fields) dé ky duoc md ta chi

tiét & muc 'signature’ trong céc tai liéu ky thuat dinh kém cac dich vu twong tng

Vi du: Cong cac truong vao thi thanh di ligu trudéc ky signData =

“123toimuonsinhqrcodechocongtyAchodichvuthanhtoanvienphisotien100000”
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Thuc hién sign dwoc két qua c6 duge va gan vao trudng signature =

“base64” rdi truyén sang bank

v Bwéc 2: Bank nhan duoc dit liéu caa di tac s& tién hanh Verify (kiém tra) dit
liéu bang public key (cua dbi tac gui trude d6), néu dung goi vao bén trong
BackeEnd cua bank dé xi Iy, ...

v Buwéc 3: Bank thyc hién sign (ky) dit liéu truong signature bang private key
cuabank, quy tic cong cac truong (fields) ciing dugc md ta chi tiét & muc
signature trong tai liéu, sau do tra di liéu vé cho dbi tac

v Buwéc 4: Ddi tac nhan dugc dir liéu, verify dit liéu bang public key cua bank
giri trude d6, néu dang thi xtr Iy nghiép vu tiép, sai bo di vi co thé dir liéu khdng
duoc toan ven.

Khuyén cao: Di tac nén mua ching thu sé cia cac NCC dich vu ¢6 uy tin va duoc

phap luat Viét Nam cong nhan hoic quéc té nhu Viettel, VNPT, ...
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3. USE CASE

3.1. VAn tin danh sach tai khoan
3.1.1. So dd tuin tw

Nguwoi dung Hé théng khach hang Hé thdng VietinBank

1. Lwra chon danh sach tai khoan

Ll

2. Goi API van tin danh sach tai khoan

A 4

3. Kiém tra va gi¥i yéu cau truy van dir liéu

-]

3.1 Phan héi

4. Hién thi danh sach tai khoan

3.1.2. Cac bude chi tiét va danh sach API
VIETINBANK cung cap API cho phép hé théng ctia khach hang/Déi tac van tin danh sach tai
khoan thanh toan, tai khoan tiét kiém, tién vay, bao lanh, LC cua khach hélng/déi tac thong
qua API dé két nbi véi hé théng VIETINBANK, VIETINBANK truy xuat théng tin danh sach
tai khoan va phan hoi lai hé théng khach hang/ddi tac qua APL
- Tai khoan thanh toan: Tén tai khoan, s tai khoan, sd du hién tai, phong tda, s6 du kha
dung, loai tién, trang thai, ngay mo TK....
- Tai khoan tiét kiém: Tén tai khoan, s6 tai khoan, s6 du hién tai, ky han, 13i suat, loai tién,
trang thai ...
- Tai khoan vay: Tén tai khoan, sd tai khoan, du no gbc hién tai, 13i suat, ngay tra 13i tiép
theo, loai tién, trang thai
- Tai khoan bao lanh: Tén don vi dé nghi bao 1anh, s tham chiéu, s6 tién bao lanh, sd tién

con lai, ngay phat hanh, loai tién, trang thai. ..

Buéc thuc hién API sir dung

Budc 1 Lay danh sach tai khoan Chuyén tién Get Account list

3.2. VAn tin chi tiét tai khoan
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3.2.1. So dd tuin tw

Nguroi ding Hé théng khach hang Hé théng VietinBank

1. Lya chi tiét tai khodn

A 4

2. Goi API van tin chi tiét tai khoan

h J

3. Kiém tra va gi¥i yéu cau truy van dir liéu

3.1 Phan héi

4. Hién thi théng tin chi tiét tai khoan

3.2.2. Cic budec chi tiét va danh siach API

VIETINBANK cung cap API cho phép hé thdng ctia khach hang/Déi tac van tin thong tin chi

tiét cua tai khoan thanh toan, tai khoan tiét kiém, tién vay, bao 1anh, LC cua khach hélng/déi
tac thong qua API dé két nbi voi hé thong VIETINBANK, VIETINBANK truy xuét thong tin
danh sach tai khoan va phan hdi lai hé théng khach hang/ddi tac qua APL

Tai khoan thanh toan: Tén tai khoan, sb tai khoan, sd du hién tai, phong tda, s6 du kha
dung, loai tién, trang thai....

Tai khoan tiét kiém: Tén tai khoan, sb tai khoan, loai tai khoan, tén loai tai khoan, ma chi
nhanh, tén chi nhanh, s6 du hién tai, s6 du kha dung, ky han, 1ai suit, ngay mo tai khoan,
s6 tién bi hold, ky han, s tién 14i, ngay ddo han, ngay dong, s6 tién ban dau, sb serial, tén
khach hang, ma khach hang, s tién tat toan, trang thai, 14i tra trudc, tan suat 13i, tai khoan
nhan 13i, tai khodn nhan tit toan.....

Tai khoan vay: Tén tai khodan, s6 tai khoan, loai tai khoan, ma chi nhanh, tén chi nhanh,
loai tién, s6 du hién tai, s6 du kha dung 14i suat, ngdy mé tai khoan, ky han, sd tién phat,
ngay dao han, S tién gdc, S6 tién 14i. Ngay ddo han, ngay dong, ngay tra 13i tiép theo, 1ai
qué va dén han, gbc quéa va dén han, trang thai ....

Vin tin gidy bao no/bao co: Tén tai khoan, sb tai khoan, loai tai khoan, S6 tién ghi C6, S6
tién ghi No, ...

Van tin thong tin giai ngan: S6 tai khoan giai ngan, so tién giai ngan, loai tién giai ngan,
tai khoan nhan, tén tai khoan nhén. ..

Vén tin thong tin cut of time: Thoi gian COT...
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- Vin tin chtng tir bio no bao c6 di duoc ky boi VietinBank: Tén tai khoan, sé tai khoan,
loai tai khoan, S tién ghi C6, Sé tién ghi No, Ky sb cia VietinBank...

- Vén tin tén tai khoan VietinBank: Tén tai khoan, S6 tai khoan, ma citad ...

- Véantin LC nhap khéu: S8 LC, s6 tién LC, loai tién Dung sai, S6 du, Loai tién, Tén don vi
thu huong, Ngan hang thong bdo, Loai LC, Loai thanh toadn, Thoi han trd cham, Ngay
phat hanh, Ngay hét han, S6 du ky qu¥, Chi nhanh phat hanh LC...

- Vén tin LC xuat khdu: S6 thong bao LC, Ngay thong bao LC, S6 LC, sb tién LC, loai tién,
Dung sai, SO du, Nguoi mo LC, Pon vi phat hanh, Ngay phat hanh, Ngay phat hanh,
Ngay hét han, Loai LC, Loai thanh toan, Chi nhanh quan ly...

- Vén tin LC béo lanh: S bao lanh, Loai tién bao lanh, S6 tién bao 1anh, S6 du bao lanh,
Loai tién s6 du ky qu¥, S6 du ky quy, Loai tién s6 du k§ quy, Tén don vi thu huong, S&
hop dong, Ngay phat hanh, Ngay hét han...

- Van tin LC chiét khau: S tai khoan, Ngay giai ngan, Ngay dao han, ky han, S6 tién chiét
khéu, Loai tién, Lai sudt, Lai cong ddn, Sb tién tat toan, Chi nhanh quén ly, Gbc chua dén
han, Gc dén han va qué han, Lai chua dén han, L&i dén han va qua han, Lai phat, Téng
s tién phai tra, ngay giao dich, S6 tham chiéu giao dich, Nguoi mua, Ngin hang nguoi
mua, Loai tién BCT, Sé tién BCT...

- Vén tin thong tin ty gia: Ty gia trung tdm, Trao doi tién mat, Gia mua, Gia ban

- VAén tin tén tai khoan: Tén tai khoan, S6 tai khoan

Buwdc thuc hién API str dung
Budce 1 Vén tin danh sach tai khoan Get Account list
Buéc 1 Van tin chi tiét tai khoan thanh toan Get Account list
Budc 1 Vin tin chi tiét tai khoan tiét kiém Get Deposit Account Detail
Budc 1 Vin tin chi tiét tai khoan vay Get Loan Account Detail
Budc 1 Van tin gidy bao no/béo c6 Get Debitcredilng Account
Budc 1 Van tin théng tin giai ngan Get Loan Disburs
Budece 1 Van tin thong tin cut of time Get Accout COT
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Budce 1 Vén tin chimg tir bao no bao c6 da dugc ky boi VietinBank Get Accout

SignDebitCredit

Budc 1 Vén tin tén tai khoan VietinBank Get Account BenAccting
Budc 1 Vén tin LC nhap khau Get LcImport

Bude 1 Van tin LC xuét khau Get LcExport

Budc 1 Van tin LC bao lanh Get LcGurantee

Budc 1 Van tin LC chiét khau LcDiscount

Budece 1 Van tin thong tin ty gia Get Fxrate ForeignExchangeRatelnq
Budc 1 Van tin danh sach ngan hang thy huéng Beneficirary bank list
Budc 1 Vén tin tén tai khoan Account BenAccting

10
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