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1. MO TA CHUNG

1.1. Mota

VietinBank cung cip cac API cho hé théng cua khach hang/ddi tac tich hop véi hé thdng
cua VietinBank thdng qua ludng két ndi API dé tao tai khoan dinh danh, thay doi trang thai,
van tin thong tin tai khoan dinh danh.

Cic tinh niing noi bat:

- Tao tai khoan khoan dinh danh realtime qua API.

- Thay dbi trang thai thdng tin trang cua tai khoan dinh danh.

- Bao mat thong tin.

1.2. Khai niém, thuat ngir, tir viét tit

STT Thuat ngir Y nghia
1 VIETINBANK Ngan hang TMCP Cong Thuong Viét Nam
2 TMCP Thuong mai C6 phan
3 NH Ngén hang
4 KH Khach hang
5 TK Tai khoan
1.3. Phamvi
STT  Chirc niing Muc dich
1 M6 ta API va giao tiép M0 ta céc API va cac tinh hudng sir dung
2 Phuong thirc mé hdéa bao mat Phuong thirc & ma hoa ban tin va bao mat dix liéu
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2. HUONG DAN CHUNG VE PANG KY KY THUAT

2.1.

Piéu kién dé tich hop

Dé goi duoc cac API caa dich vu virtual account (tai khoan 40) thugc ludng két ndi qua

APL khach hang/ddi tc can phai dang ky vai VietinBank va c6 mot sé théng tin nhu sau:

2.2.

Thong tin sé tai khoan iy sao gan véi ma dinh danh;

4 56 dau ma dinh danh (VAC, 4 sé ddu ma dinh danh nay 1a c6 dinh ddi véi mdi tai
khoan dang ky);

Thong tin PID/MID tuong tng Vvéi tirng khach hang;

User tao dién duoc cap quyén dich vy ERP;

Khai bao thong tin dia chi IP cta khach hang dé VietinBank ma port két ndi (truong
hop mai truong kiém thi thi VietinBank khong chan két néi, nhung trén méi truong
that bat buoc phai khai bao dia chi IP két ndi);

Chung thu s6 cua doanh nghiép dé ma hda giao dich trudc khi giri sang VietinBank.

M0 ta phwong thirc truyén nhan dir liéu
M6 ta giao thirc két noi

API duoc published vai RESTful Web Service vai request thong qua giao thauc HTTPS

v6i JSON, céc service dugc authen bang tham s client-secret va client-id do Vietinbank cung

cap véi myc dich 1a hd tro ddi tac goi cac API do Vietinbank cung cap.

Key Value
https://api-uat.vietinbank.vn/vtb-api-
uat/development/statement/{ FunctionName}

MAIN_URL . ) g
(Thong tin s& dugc cap nhat theo timg mdi truong va thoi diem ket
noi)

Protocol https

Content-Type application/json; charset=utf-8

x-ibm-client-secret
x-ibm-client-id

Authorization

(Access_Token trong truong hop sir dung phuong phap xac thuc uy
quyen Oauth2/0ICD)


https://api-uat.vietinbank.vn/vtb-api-uat/development/statement/%7bFunctionName%7d
https://api-uat.vietinbank.vn/vtb-api-uat/development/statement/%7bFunctionName%7d

Ngén hang TMCP Céng Thuong Viét Nam

© 108 Trdn Hung Bao, Hoan Kiém, Ha Néi v B kn
ietinBank™

@ 19005588 68 © vietinbankvn

Vietinbank cung cép cho client két ndi cac thong tin sau dé sir dung khi goi API, mdi lan

goi API truyén thém thong tin vao trong Header.

Key Type Description
x-ibm-client-secret =~ String Client secret do Vietinbank cung cap
x-ibm-client-id String Client id do Vietinbank cung cip

Phwong thirc Ky sé:
- Nguyén tic trao d6i khoa: Ddi tac guri public key cho VietinBank, VietinBank giri
public key cho d6i tac.
- Thuit toan sir dung trong Ky sé: SHA1 hoic SHA256, c6 thé st dung chit ky s6 1024
bit hoac 2048 bit.
- Quy dinh Ky sb: Ban tin dau vao cac APIs la ban tin JSON duoc thuc hién ky sé (noi
dung) theo ludng mé ta sau:

+ Quy trinh ky thuat ky so:
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] PIGi cng BEm

D hisen bBam

MG dung
e ke

O

Dang khodfhl mat 68 ky

—*Gllllﬂllﬂlllﬂ — E

Sl e

thur 55

Ban tin géc => Thuyc hién ky sé bang privateKey => Ban tin da duoc ky s6 => Goi

API => Péi tac nhan dugc ban tin (dd ky sd)

+ Quy trinh k¥ thuat xac thuc chir ky sé:
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private key déi tac Tra 16i ky s6

<
=

request déi tac

=

o

1)
3 (3) >

%
o response API
X ly 1énh Bank ky )—-I Response bank
public key d6i tac

(4)

€
=

private key bank

v Budc 1: Déi tac sign (ky) dit liéu trudng signature bang private key cua doi tac
truéc khi giri sang VTB, quy tic cong céac trudng (fields) dé ky duoc md ta chi tiét

& muc 'signature’ trong céc tai liéu k¥ thuat dinh kém cac dich vu tuong tng

Vi du: Cong cac truong vao thi thanh dit liéu trudc ky signData =

“123toimuonsinhqrcodechocongtyAchodichvuthanhtoanvienphisotien100000”

Thuc hién sign dugc két qua co duge va gan vao truong signature = “base64”

roi truyén sang bank.

v Buéc 2: Bank nhan duogc dir liéu cua di tac s& tién hanh Verify (kiém tra) dit
lieu bang public key (cua ddi tac giri trudc do), néu ding goi vao bén trong
BackeEnd cua bank dé xu ly, ...

v Buéc 3: Bank thyc hién sign (ky) dir liéu truong signature bang private key
cuabank, quy tic cong cac truong (fields) ciing duoc md ta chi tiét & muc
signature trong tai liéu, sau do tra di liéu vé cho dbi tac

v Buwéc 4: Ddi tac nhan dugc dir liéu, verify dit liéu bang public key cua bank
guri trude d6, néu dang thi xt Iy nghiép vu tiép, sai bo di vi co thé dir liéu khdng
duogc toan ven.

Khuyén cdo: Di tac nén mua ching thu sé cia céc NCC dich vu c6 uy tin va duoc

phap luat Viét Nam cong nhan hoic qudc té nhu Viettel, VNPT, ...
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3. USE CASE

3.1. M0 hinh két néi qua API

3.1.1. So dd tuin tw

Khach hang

VietinBank Open AFI

1. Gi¥i yéu ciu tao tai khodn

Khach hang

1. Giri yéu ciu thay ddi trang thai tai khoan >

Ll

Hé théng nai bo VietinBank

1.1. Chuyén tiép yéu cau tao tai khodn

1.4. Phan héi

1.3 Phan hoi

1.2 Xi¥ Iy yéu cAu/Tao tai khodn

Luéng tao tai khoan dinh danh qua API

VietinBank Open AP|

Hé thdng néi bd VietinBank

1.1. Chuyén tiép yéu cau

1.4. Phan hbi

1.3 Phan héi

1.2 X0r Iy yéu chu thay déi trang thai

Ludng thay déi trang thdi tai khodan dinh danh qua API
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Heé théng VietinBank théng ERP

1. Nhap théng tin TK/Quét QR

2. VAn tin théng tin TK

3. Van tin théng tin M dinh danh trong hé théng

4 Phan héi théng tin

5_ Hién thi thang tin TK

6. Khach hang thuc hién xac nhan thanh toan

7. Gi¥i yéu cu thanh toan

8. Xi¥ Iy va hach toan giao dich

2.1 Phdn hdi két qua

8.2- Hién thi trang thai giao dich

9. Goi APl bao ¢

A 4

10. Xt Iy gach no tu dong

10.1 Phan hdi két qua

Luong thanh toan qua tai khodn dinh danh (Case tao tk dinh danh qua API)
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3.1.2. Céc buéec chi tiét va danh sich API
Ludng tao tai khoan dinh danh qua API

- Buéc 1: Khach hang truyén cac thong tin can thiét dé tao tai khoan dinh danh qua API bao
gém: PID/MID d3 dugc ding ky boi VIB, 4 ky tu VAC da duoc KH ding ky voi VIB
(VTB s& quan Iy ddu md VAC trén hé thdng ctia minh), s6 tai khoan gin véi ma VAC da
duoc dang ky, phan tuy bién VAV....

- Buwdc 2: HE théng khach hélng/déi tac goi API dé tao tai khoan dinh danh.

- Buwéc 3: Hé théng VietinBank kiém tra thong tin yéu cau, néu dung/di thong tin s& tao ma
tk dinh danh, luu trong hé théng cua VTB va phan hoi thong tin tao ma tai khoan dinh danh
thanh céng cho KH.

- Budrc 4: Hé thong cia Khach hang nhan phan hoi, luu va sir dung mi dinh danh dé in hoa

don, gui thong bao cho khach hang thanh toan.

Buwée thuc hién API str dung

Budc 1 Goi API tao tai khoan dinh danh Create Account

Ludng thay ddi trang thai tai khoan dinh danh qua API

- Buéc 1: Khach hang truyén céac thong tin yéu cau cap nhat trang thai cia tai khoan dinh
danh: PID/MID di duoc ding ky bai VTB, VAC, VAV s6 tai khoan gin véi ma dinh dinh
VAC, trang thai méi cua tai khoan dinh danh (Truong newStatus: chon 4 néu mudn déng
tai khoan dinh danh, 0 néu muén active lai tai khoan dinh danh).

- Buéc 2: Hé thong khach hang/dbi tic goi API sang VTB dé cap nhat trang thai tai khoan
dinh danh.

- Buwéc 3: Hé théng VietinBank kiém tra thong tin yéu cau, néu diing/du thong tin s& cip nhat
trang thai ciia tai khoan dinh danh, phan hi thong tin tao ma tk dinh danh thanh cong cho
KH.

Buwée thuc hién API str dung

Budc 1 Goi API yéu cau thay ddi trang thai tai khoan
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Ludng thanh toan qua tai khoin dinh danh (Case tao tk dinh danh qua API)

- Bwéc 1: Khach hang/Nguoi dung cudi thuc hién nhap tai khoan/ quét QR

- Budéc 2: Kénh giao dich cua Khach hang van tin sang hé thong cia VietinBank dé xéac
thuc tai khoan dinh danh.

- Bwéc 3: Hé thong VietinBank van tin trong hé thdng xac thuc tai khoan dinh danh

- Buwéc 4: Hé thng VietinBank giri phan hoi téi Kénh giao dich.

- Budc 5: Kénh giao dich hién thi thong tin tai khoan

- Bwéc 6: Khach hang thuc hién thanh toén tién vao tk dinh danh

- Buwéc 7: Kénh giao dich giri yéu cau dién giao dich

- Buéc 8: Hé thdng VietinBank hach toan giao dich va pha hoi két qua cho Kénh giao dich
Kénh giao dich hién thi trang thai giao dich cho khéach hang

- Bwéc 9: Dong thoi sau khi hach toan thanh cong Hé théng VietinBank goi API thdng béo
bién dong sb du dén Hé théng ERP

- Bwéc 10: Hé thong ERP xu ly gach no tu dong va phan hoi lai két qua tiép nhan théng
bao cho Hé thong VietinBank

Buwée thuc hién APl str dung

Budc 9 Goi API bién dong s du Notify transaction

10
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3.2. M6 hinh KH tao TK dinh danh trén hé thong ERP

D4i v6i md hinh nay khéch hang tao TK dinh danh trén hé théng ERP, VTB chi quén 1y
4 ky tu dau ma VAC.

3.2.1. So do tuan tw

Khach hang Kénh giao dich Hé théng VietinBank Hé théng ERP

1. Nhép thong tin TK/Quét QR

A J

2 Véntinthéng tin TK
»
3. Goi APl vén tin théng tin Ma dinh danh -
>
4 X Iy yéu cu
5. Phan héi théng tin TK
e
6. Phan héi théng tin
| - B Phanhdithongtin __ |
7. Hién thi théng tin TK
(- - - - - - - Hiénthi thonc gtn TR ___ | ||
8. Khach hang thue hién xac nhan thanh toan
P
9 Gi¥i yéu chu thanh toan o
>
10. Xi¥ ly va hach toan giao dich
10.1 Phan héi két qua
lq - 101 Phan hoi két ua__ |
«- - - 102 Hignthi rang thai giao dich ____ | ||
11. Goi APl béo cd -
»
12. X& ly gach no tw déng
12.1 Phan hdi két qua

Luong thanh toan qua tai khoan dinh danh (Case tao TK @inh danh tir hé thong cia
KH theo dau ma VAC da dang ky voi VTB)

3.2.2. Cic buéec chi tiét va danh sach API
- Truwéc khi thue hién ludng thanh toan, dbi tic tao ma tai khoan dinh danh trén hé thong
ERP ciia minh, theo diu ma VAC da ding ky v6i VTB. Sau d6 dbi tac cung cip tai khoan
dinh danh dén cac khach hang thanh toan ciia minh (qua ma QR, phiéu thu, hoa don). Céc
budc thanh toan thuc hién theo trinh tu nhu sau:
- Bwéc 1: Khach hang (nguoi dung cudi) thuc hién nhap thong tin hoa don/sé TK dinh danh

tai kénh chuyén tién.

- Buwdc 2: Kénh giao dich thyc hién goi Van tin tai khoan sang H¢ théng VietinBank.

11
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- Buéc 3: Hé thdng VietinBank thuc hién xir Iy Vén tin thong tin tai khoan dinh danh dén
Heé thong ERP.

- Buwéc 4: Hé théng ERP xtr I yéu cau

- Buwéc 5: Hé thong ERP phan héi lai cho Hé thdng VietinBank thong tin tai khoan dinh danh
- Buéc 6: Hé thong VietinBank phan cho kénh giao dich

- Buwédc 7: Kénh giao dich hién thi thong tin tai khoan

- Buwdec 8: Khach hang thuc hién xac nhan thanh toan.

- Bude 9: Kénh giao dich giri yéu cau thanh toan dén Hé théng VietinBank

- Bwéc 10: Hé théng VietinBank thuc hién hach toan giao dich va phan hoi két qua giao dich
cho Kénh giao dich

Kénh giao dich hién thi trang thai giao dich cho khach hang

- Buéc 11: Sau khi hach toan giao dich thanh cong Hé théng VietinBank dong thoi goi API
thong bao bién dong sé du dén Hé thong ERP
- Bwéc 12: Hé thong ERP tiép nhan thong tin, thuc hién hach toan va phan hoi lai trang thai
tiép nhan
Buée thue hién ~ API sir dung

Budc 1 Vin tin tai khoan ao Query virtual acount

Budce 11 Goi API Bién dong s6 du Notify transaction

12
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