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1. MO TA CHUNG
MO ta
VietinBank cung cap cac API cho hé thong ctia khach hang/ddi tac tich hop voi
hé théng cua VietinBank thong qua ludng két néi API/IMPORT LIB dé thuc

hién céc giao dich tao QR dé thanh toan cho nguoi thu hudng & trong va ngoai
hé thng VietinBank:

- Tao ma QR nhanh chong, don gian

- Giup khach hang c6 thé tao QR gin véi cac don hang bang nhiéu phuong
thire, quan Iy duoc cac giao dich thanh todn va gach ng tu dong

1.2. Khai niém, thuit ngir, tir viét tat

STT Thuat ngir Y nghia
1 VIETINBANK Ngan hang TMCP Céng Thuong Viét Nam
2 TMCP Thuong mai C6 phan
3 NH Ngéan hang

1.3. Pham vi

STT Chirc nang Muc dich
1 M0 ta APl va giao tiép M6 ta cac API va céc tinh hudng sir dung
2 Phuong thirc mé héa bao Phuong thirc d¢ mé hoa ban tin va bao mat dix
mat liéu
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2. HUONG DAN CHUNG VE PANG KY KY THUAT

Piéu kién dé tich hop
Dé goi dugc cac API cua dich vu QR thudc ludng két ndi qua APL khach hang/ddi

tac can phai dang ky véi VietinBank va c6 mot sé théng tin nhu sau:

- Thong tin PID/MID tuong tng véi tirng khach hang;

- Khai béo thong tin dia chi IP cta khach hang dé VietinBank mo port két ndi

(truong hop moéi truong kiém thir thi VietinBank khdng chan két ndi, nhung

trén moi trudng that bat budc phai khai bao dia chi IP két ni)

- Chtmg thu sb cua doanh nghiép dé ma héa giao dich trudc khi giri sang

VietinBank,

2.2.Mb ta phwong thirc truyén nhén di liéu

M0 ta giao thirc két noi

API dugc published véi RESTful Web Service vai request thong qua giao thac

HTTPS voi JSON, cac service dugc authen bang tham sb client-secret va client-id do

Vietinbank cung cip. Muc dich 1a hd trg ddi tic goi cac API do Vietinbank cung cap.

Key

MAIN_URL

Protocol

Content-Type

Authorization

Value

https://api-uat.vietinbank.vn/vtb-api-

uat/development/statement/{FunctionName}

(Thdng tin s& dugc cap nhat theo timg méi trudng va thoi diém
két ndi)

https
application/json; charset=utf-8

x-ibm-client-secret
x-ibm-client-id

(Access_Token trong truong hop st dung phwong phap xac
thuc uy quyen Oauth2/OICD)


https://api-uat.vietinbank.vn/vtb-api-uat/development/statement/%7bFunctionName%7d
https://api-uat.vietinbank.vn/vtb-api-uat/development/statement/%7bFunctionName%7d
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Vietinbank cung cap cho client két néi cac théng tin sau dé st dung khi goi API,

mdi 1an goi API truyén thém thong tin vao trong Header.

Key Type Description
x-ibm-client- . Client secret do Vietinbank cung
String f
secret cap
x-ibm-client-id String Client id do Vietinbank cung cap

- Phwong thirc két ndi qua FTP hodic SFTP: Ngoai cach thuc truyén nhan di
liu qua API, VietinBank cung cap thém cach thac truyén nhan file qua SFTP
hodc FTP, Truyén file theo dinh dang excel, csv, txt, xml, Vi phuong thuc
nay khach hang cé thé lwa chon 2 cach luu dit liéu nhu sau
+ Dir li¢u lwu trén server tai VTB: Khach hang gui dir liéu qua duong
SFTP/FTP dé guri thong tin can thuc hién giao dich, dir liéu nay s& dugc ma
hoa bang chuan GPG hoic theo chuan dé xuat cia VTB
+ Dir ligu lwu trén server cia khach hang: Khach hang gui dir liéu [én
server cua KH, cung cp username/password cho VTB dé VTB vao server
cua KH dé lay giao dich can thuc hién, cach nay theo dinh ky VTB s& quét
theo 1 tan suat dinh ky dé Iy dit liéu (khong phai realtime)

- Phuwong thirc Ky so:
= Nguyén tic trao doi khdéa: Doi tdc gui public key cho VietinBank,
VietinBank giri public key cho dbi tac.

= Thuit toan sir dung trong Ky sé: SHA1 hoic SHA256, c6 thé sir dung chir
ky s6 1024 bit hoic 2048 bit.

= Quy dinh ky s6: Ban tin dau vao cac APIs I1a ban tin JSON dugc thuc hién

ky s6 (ndi dung) theo ludong mé ta sau:

+ Quy trinh ky thuat ky sé:
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Ban tin géc => Thuc hién ky sé bang privateKey => Ban tin da duoc ky s6 =>

Goi API => Pdi tac nhan dugc ban tin (d3 ky s)
+ Quy trinh k§y thuit xac thwc chir ky sé:

private key déi tac Tra 16i ky s6

<
=

request déi tc

=

(1) > g

(3)

%
o response APl
X ly lénh Bank ky }—II Response bank
public key d6i tac

(4)

€
=

private key bank

v' Bwéc 1: Déi tac sign (ky) dit liéu truong signature bang private key caa
dbi tac truéc khi guri sang VTB, quy tic cong cac trudng (fields) dé ky
dugc mo ta chi tiét & muyc 'signature’ trong cac tai liéu k¥ thuat dinh kém
cac dich vu tuong tng

Vi du: Cong cac truong vao thi thanh dir liéu trude ky signData =
“123toimuonsinhqrcodechocongtyAchodichvuthanhtoanvienphisotien10000
O”

Thyc hién sign dugc két qua c6 dugc va gan vao truong signature =

“base64” 101 truyén sang bank
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v Bwéc 2: Bank nhan duoc dit liéu caa ddi tac sé tién hanh Verify (kiém
tra) di liéu bang public key (cua dbi tac gui trude d6), néu dung goi vao
bén trong BackeEnd cua bank dé xt ly, ...

v Buéc 3: Bank thyc hién sign (ky) dix liéu treong signature bang private
key cuabank, quy tic cong cac truong (fields) ciing duoc md ta chi tiét ¢
muc signature trong tai liéu, sau do tra dit liéu vé cho ddi tac

v Bwéc 4: Ddi tac nhan duoc dir lidu, verify dir liéu bang public key cua
bank gui trudce d6, néu dang thi xtr Iy nghiép vu tiép, sai bo di vi c6 thé

dir liéu khong dugc toan ven.
Khuyén céo: i tac nén mua ching thu sé cua cac NCC dich vy ¢6 uy tin va
duoc phap luat Viét Nam cong nhan hoic quéc té nhu Viettel, VNPT, ...

3. USE CASE

3.1. M6 hinh tao QR ddng va thu hd theo chuin ciia NAPAS (VIET-
QR)

3.1.1. So d6 tuin tw
Ludng tao ma QR theo chuin NAPAS (VIET-QR) qua API

Tao ma QR theo chuan NAPAS (VIET-QR) qua API

Khach hang \ietinBank Open API

1. Truyén théng tin dé tao QR

2. Call APl ciia VTB d& tao m3 QR

3. Xac thurc tinh hop 1€ cla request

4. KH nhan phan héi, decode va dung thw vién tao mé gr dang anh

B e e e I

Luodng tao ma OR theo chudn NAPAS (VIET-QR) qua API
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Ludng thanh toin qua QR NAPAS

Thanh toan qua QR NAPAS

Khach hang

App Bank KH

Hé théng ERP clia KH

Hé théng Vietinbank

1. Bang nhap app ngan hang

3. Xac nhan thanh toan trén

2. Gt théng tin md QR

A 4

app
»

2.2, Phén héi thong tin trong ma QR

2.1. X Iy théng tin

4_Thuc hién giao dich dén VTB

h 4

5. Hach to&n va ghi cé vao tai khodn cda KH tai VTB

5.1. Phan héi
»

6. Goi API Bién déng sé du

A 4

6.1. Xt Iy théng tin

|

7. Phan héi

A

Luéng thanh todn qua QR
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3.1.2. Cac buée chi tiét va danh sach API

Ludng tao mi QR theo chuan NAPAS (VIET-QR) qua API

Budc 1: Khach hang truyén cac thong tin dé tao QR nhu: PID, sb tk nhan tién, sb
tién... (Tuy theo nhu cau, KH c6 thé két hop truyén thong tin ma tk dinh danh vao

trrong tk nguoi nhan).
Buéc 2: Khach hang call api cia VTB dé tao ma QR.

Buée 3: Hé thong VietinBank API xéac thyc tinh hop 1¢ ciia request (néu sai s& phan
hdi ma 161 va thong tin chi tiét 161), phan hoi lai request cuia KH v6i thong tin ma QR

dang Base64QRCode.

Buédc 4: HE théng cua KH nhan phan hoi, decode ra string va dung thu vién tao ra

ma qr dang anh.

Luong thanh toan qua QR NAPAS

Buwéc 1: Khach hang thanh toan ding nhap app ngin hang ma minh dang str dung dé
thanh todn ma QR

Buéc 2: Khach hang thanh toan str dung tinh ning quét ma QR dé quét ma QR can
thanh toan.

Buéc 3: VietinBank phan hoi dén app bank cua KH thanh toan cac thong tin trong

mi QR (sb tién, tén, ndi dung....)

Budc 4: Khach hang thanh toan xac nhan thanh toan trén app, NH dbi tac thuc hién
giao dich dén VTB.

Budc 5: VietinBank hach toan va ghi ¢6 vao tai khoan cua KH tai VTB
Budérc 6: Hé thong VTB gui thong tin thanh toan dén hé thong ciia khach hang ERP
Budére 7: Hé thong ciia KH ERP xur 1y thong tin va gt lai phan hoi dén app VTB

Budrc 8: VietinBank phan hoi thong tin thanh toan thanh cong dén App ctia KH thanh

toan
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3.2. M0 hinh tao ma QR va thu hg QR VNPAY qua API

3.2.1.So @ tuan tw
Ludng Gen mi QR (QR VNPAY) qua API

Gen ma QR (QR VNPAY) qua API

Khach hang VietinBank Open AP

1. Gtri théng tin sinh ma QR

1.1. Xd¥ ly sinh ma QR

P

2. Phan héi théng tin sinh ma

Luéng gen md QR (OR VNPAY) qua API

10



Ngén hang TMCP Céng Thuong Viét Nam

© 108 Trdn Hung Bao, Hoan Kiém, Ha Néi v B kI.I
@ 19005588 68 © vietinbankvn letln Cln

Ludng thanh toan qua QR

Thanh toan qua QR NAPAS

Khach hang App Bank KH Hé théng Vietinbank Hé thdng ERP ciia KH

1. Bang nhap app ngén hang

2. Giri théng tin m& QR o
>
2.1. Xir ly thong tin
» 3. Phan héi théng tin trong m3 QR
4. Xac nhan thanh toan trén app
4.1 Thuc hién giao dich dén VTB -
>
5. Hach toan va ghi co vao tai khoan cda KH tai VTB
51 Phan héi
,,,,,,,,,,,,,,,,,,,,,,,, b

& Goi API Bién dong sé dw

6.1. X ly thong tin

7. Phan hdi théng tin gach no

~

8 Phan héi théng tin thanh toan thanh cdng
Rl

Luéng thanh todn qua QR

11
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Ludng vin tin giao dich QR

Lubng van tin giao dich QR VNPAY

Khach hang ERP VietinBank Open API

1. Glri théng tin van tin giao dich

h_
1.1. Xir ly théng tin giao dich

2 Phan hoi trang thai giao dich cho KH

Ludng van tin giao dich QR VNPAY

3.2.2. Cac buéc chi tiét va danh sach API
Ludng Gen ma QR (QR VNPAY) qua API
- Bude 1: Khach hang call api dé gui thong tin sinh ma QR.
- Buwéc 2: Hé thong VietinBank verify thong tin va phan hoi (néu request sai s& phan

hdi 18i trong tng).

Ludng thanh toan qua QR

- Bwée 1: Khach hang thanh toan ddng nhap app ngan hang ma minh dang xtr dung
dé thanht toan ma QR.

- Buée 2: Khach hang thanh toan sir dung tinh ning quét ma QR dé quét ma QR can
thanh toan

- Bude 3: VietinBank phan hoi dén app bank ciia KH thanh toan cac thong tin trong

mi QR (sb tién, tén, ndi dung...)

12
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- Bwéce 4: Khach hang thanh todn x4c nhan thanh toan trén app, NH ddi tac thuc hién
giao dich dén VTB.

- Buwéce 5: VietinBank hach toan va ghi c6 vao tai khoan ctia KH tai VIB
- Budrc 6: Hé thong VTB gui thong tin thanh toan dén hé thong ctia khach hang erp

- Bwéc 7: Hé thdng cua KH ERP xtr Iy thong tin, gach no va gui lai phan hoi dén app
VTB

- Buwéc 8: VietinBank phan hoi thong tin thanh toan thanh cong dén App ctiia KH thanh
toan
Ludng vin tin giao dich QR

- Buée 1: Khéach hang gui request van tin tir hé thong ERP qua API

- Bwéc 2: VietinBank tiép nhan request, xt ly thong tin giao dich va gui phan hoi

trang thai giao dich cho KH

13
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3.3. M0 hinh tao ma QR va thu h) QR VNPAY (import lib)

3.3.1. So d6 tuin tu

Ludng thanh toan qua QR
Thanh toan qua QR NAPAS

Khach hang App Bank KH Hé thdng Vietinbank Hé théng ERP ctia KH

1. Bang nhap app ngan hang

2. Gtri théng tin ma QR

»
»
2.1 Xi¥ I théng tin
< 3. Phan héi thang tin trong ma QR
4. Xac nhan thanh toan trén app
»
4.1 Thuec hién giao dich dén VTB N
»
5. Hach toan va ghi co vao tai khoan cia KH tai VTB
5.1. Phan héi
,,,,,,,,,,,,,,,,,,,,,,,, ’

6. Goi API Bién dong s6 du

A J

6.1. X Iy thong tin

7 Phan héi théng tin gach no

A

8 Phan héi théng tin thanh toan thanh céng
4

Ludng thanh todn qua QR

14
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Ludng confirm QR

Vletlnchke

Ludng confirm QR

Khach hang thanh toan

VietinBank Open API

1. Thanh toan QR .

L

1.1. Gl théng tin giao dich thanh céng

Khach hang ERP

2. Phan hdi tiép nhan théng tin

1.1. Nhé&n théng tin giao dich, gach ng

PR

Luéng confirm OR

Luong van tin giao dich QR VNPAY

Ludng van tin giao dich QR VNPAY

Khach hang ERP

VietinBank Cpen API

1. Glri théng tin van tin giao dich

2 Phan héi trang thai giao dich cho KH

.._

1.1. Xi¥ ly théng tin giao dich

< |

Ludng van tin giao dich QR VNPAY
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3.3.2. Cac buée chi tiét va danh sach API

Ludng Gen mi QR (QR VNPAY) qua import lib
Hé thdng ddi tac import lib cua ngan hang cho viéc gen ma QR véi cac tham sé nhu

bén dudi. M3 QR dugc gen ra sau d6 tao hinh anh va sir dung app ngan hang dé quét
thanh toan. (Di tac thuc hién, VTB cung cap lib)
Ludng thanh toan qua QR
- Bwéce 1: Khach hang thanh todn dang nhap app ngan hang ma minh dang sur dung
dé thanh toan ma QR.

- Bwéc 2: Khach hang thanh toan sir dung tinh niang quét ma QR dé quét ma QR can

thanh toan

- Bwéc 3: VietinBank phan hoi dén app bank ctia KH thanh toan cac thong tin trong

mi QR (sb tién, tén, ndi dung...)

- Budérc 4: Khach hang thanh toan xac nhan thanh toan trén app, NH dbi tac thyc hién
giao dich dén VTB.

- Buwéce 5: VietinBank hach toan va ghi c6 vao tai khoan ctia KH tai VTB
- Bwéc 6: Hé thong VTB giri thong tin thanh toan dén hé théng cua khach hang erp

- Bude 7: Hé thong ctia KH ERP xtr 1y thong tin, gach ng va giri lai phan hoi dén app
VTB
- Budre 8: VietinBank phan hoi thong tin thanh toan thanh cong dén App ctia KH thanh
toan
Lu(‘”)ng confirm QR
Hé théng VTB call vao API do ddi tc cung cap cua ddi tac cung cip dé gui thong tin
giao dich phia VTB da thuc hién sang ddi tac. Déi tac cin ctr théng tin giao dich VTB

giri sang dé tién hanh gach ng héa don trén hé théng ddi tac. (Ddi tac xay dung)

16
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Ludng vén tin giao dich QR VNPAY
Dung trong truong hop Bank khong guri cAp nhat trang thai thanh toan sang cho dbi tac
dugce (Khach hang bao thanh toan thanh cong, nhung hé thdng cua ddi tac chua ghi
nhan thanh cong)
- Buée 1: Khéach hang gui request van tin tir hé thong ERP qua API
- Buwéc 2: VietinBank tiép nhan request, xt ly thong tin giao dich va gt phan hoi

trang thai giao dich cho KH

17
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