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1. MO TA CHUNG

1.1. Mbéta

Vietinbank cung cip dich vu giri thong tin BDSD béo ng ¢6 cho khach hang qua API, khach
hang cung cap url API cho VTB, khi 2 bén tich hop thanh cong, tai khoan caa khach hang
c6 bién dong sb du, tac thi VTB sé call API cua khach hang dé guri cac ban tin BDSD, sau
khi giri tin sang khach hang, khach hang s& phan hdi trang thai c6 nhan duoc tin hay khang,
truong hop néu khéng cé phan hdi, VTB s& c6 co ché retry theo tan xuit thong nhét voi
khéch hang, noi dung ban tin duoc giri sang day du cac thong tin bao gom: Sé tai khoan, S6
tién, Noi dung, Ngay gio giao dich hoic mot sé cac thong tin khac theo dic thi ciia khach
hang

Cic tinh niing noi bat:

- Hb trg thanh cong cho cac tap doan, Tong cong ty quan ly dong tién hiéu qua

- Giam thiéu tbi da thuoi gian nhap liéu thu cong cho khéch hang

1.2. Khai niém, thuit ngir, tir viét tit

STT Thuat ngir Y nghia
1 VIETINBANK Ngan hang TMCP Cong Thuong Viét Nam
2 TMCP Thuong mai C6 phan
3 NH Ngan hang
4 KH Khéch hang
5 TK Tai khoan
1.3. Pham vi
STT  Chirc niing Muc dich
1 M6 ta API va giao tiép M6 ta cac API va céc tinh hudng sir dung
2 Phuong thirc m& hoa bao mat Phuong thirc dé ma hda ban tin va bao mat dit liéu
3 Use case MO ta cac budc thyc hién ludng quy trinh
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2. HUONG DAN CHUNG VE PANG KY KY THUAT

2.1.

2.2.

Piéu kién dé tich hop
Khach hang cung cip API dé Vietinbank goi API cia khach hang gui théng bao
bién dong sb du realtime
Khach hang ma két ndi IP cua VTB, cho phép VTB goi API cua khach hang
S6 tai khoan ding ky nhan Notify phai dugc cau hinh dich vu alert 199 ( VTB thyc
hién cau hinh)
C6 két ndi qua internet hoic duon leasedline
Thong tin PID/MID tuong (ng Véi tirng khach hang;

Chung thu sé cua doanh nghiép dé ma hoa giao dich truéc khi gui sang
VietinBank,

M6 ta phuong thirc truyén nhén dir liéu
M0 ta giao thire két ndi

API duoc published vai RESTful Web Service vai request thong qua giao thuc HTTPS

Vv6i JSON, céc service dugc authen bang tham sb client-secret va client-id do Vietinbank cung

cap voi muc dich 1a hd trg ddi tac goi cac API do Vietinbank cung cap.

Key Value
https://api-uat.vietinbank.vn/vtb-api-
uat/development/statement/{FunctionName}

MAIN_URL . . .
(Thdng tin s& dugc cap nhét theo timg moi truong va thoi diem ket
noi)

Protocol https

Content-Type application/json; charset=utf-8

x-ibm-client-secret
x-ibm-client-id

Authorization

(Access_Token trong truong hop st dung phuong phap xac thuc uy
quyen Oauth2/0OICD)

Vietinbank cung cap cho client két ndi cac thong tin sau dé sir dung khi goi API, mdi lan

goi API truyén thém thdng tin vao trong Header.


https://api-uat.vietinbank.vn/vtb-api-uat/development/statement/%7bFunctionName%7d
https://api-uat.vietinbank.vn/vtb-api-uat/development/statement/%7bFunctionName%7d
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Key Type Description
x-ibm-client-secret = String Client secret do Vietinbank cung cap
x-ibm-client-id String Client id do Vietinbank cung cip

Phuong thic Ky sé:

- Nguyén tic trao dbi khoa: Ddi tac guri public key cho VietinBank, VietinBank gtri
public key cho ddi tac.

- Thuit toan sir dung trong ky sé: SHA1 hoic SHA256, c6 thé sir dung chit ky sé 1024
bit hoac 2048 bit.

- Quy dinh Ky s6: Ban tin dau vao cac APIs 1a ban tin JSON duoc thuc hién ky sé (noi
dung) theo ludng mé ta sau:

+ Quy trinh ky thuat ky so:
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Ban tin goc => Thuc hién ky sb bang privateKey => Ban tin d duoc ky sé => Goi
API => Bdi thc nhan duoc ban tin (d ky s6)

+ Quy trinh ky thuat xac thuc chir Ky s6:
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v Budc 1: Déi tac sign (ky) dit liéu trudng signature bang private key cua doi tac
truéc khi giri sang VTB, quy tic cong céac trudng (fields) dé ky duoc md ta chi tiét

& muc 'signature’ trong céc tai liéu k¥ thuat dinh kém cac dich vu tuong tng

Vi du: Cong cac truong vao thi thanh dit liéu truéc Ky signData =

“123toimuonsinhqrcodechocongtyAchodichvuthanhtoanvienphisotien100000”

Thuc hién sign dugc két qua co duge va gan vao truong signature = “base64”

roi truyén sang bank.

v Buéc 2: Bank nhan duogc dir liéu cua di tac s& tién hanh Verify (kiém tra) dit
lieu bang public key (cua ddi tac giri trudc do), néu ding goi vao bén trong
BackeEnd cua bank dé xu ly, ...

v Buéc 3: Bank thyc hién sign (ky) dir liéu truong signature bang private key
cuabank, quy tic cong cac truong (fields) ciing duoc md ta chi tiét & muc
signature trong tai liéu, sau do tra di liéu vé cho dbi tac

v Buwéc 4: Ddi tac nhan dugc dir liéu, verify dit liéu bang public key cua bank
guri trude d6, néu dang thi xt Iy nghiép vu tiép, sai bo di vi co thé dir liéu khdng
duogc toan ven.

Khuyén cdo: Di tac nén mua ching thu sé cia céc NCC dich vu c6 uy tin va duoc

phap luat Viét Nam cong nhan hoic qudc té nhu Viettel, VNPT, ...
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3. USE CASE

3.1. M0 hinh két néi qua API
3.1.1. So dd tuin tw

Khach hang

Vletlnchke

Kénh giao dich

Hé théng VietinBank

Hé théng nhan BESD

1. Khach hang thurc hién xac nhan thanh toan -

»

2. Gi¥i y&u ciu thanh toan

3.2: Hién thi trang théi giac dich

Lué‘ng tao

3.1 Phan hdi két qua

3. X{ Iy va hach toan giao dich

4. Goi API bao cé

bién dong so dw

3.1.2. Cac buéc chi tiét va danh sach API

5.1 Phan héi két qua

v

5. XUr Iy gach ng ty dong

- Bwéc 1: Khach hang (nguoi dung cudi) Thuc hién xac nhan thanh toan trén Kénh giao dich

bat ky

- Buéc 2: Kénh giao dich gui yéu cau thanh toan dén VietinBank

- Buwére 3: VietinBank xtr 1y va hach toan giao dich sau d6 phan hdi lai cho kénh giao dich

Kénh giao dich tiép nhan duoc két qua hién thi 1én cho Khach hang (ngudi dung cudi)

- Buéc 4: VietinBank sau khi hach toan dong thoi goi API thong bao bién dong s6 dur dén hé
thong nhan BPSD ( VietinBank khuyén khich phat trién API BDSD theo mau cé sén cho

VietinBank dung cip dé viéc két ndi s& nhanh hon)

Buwée thuc hién

Budce 4

API str dung

Goi API Bién dong s6 du Notify
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