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1. MO TA CHUNG
1.1. Mb ta

VietinBank cung cap cac API cho hé théng ciia khach hang/déi tac tich hop véi hé
thdng cua VietinBank thong qua ludng két ndi API dé thuc hién cac giao dich Giai ngan
VND thanh toan chi phi hop 1y, hop 1& phuc vy hoat dong san xuat kinh doanh: Chuyén
khoan 100% cho bén thu huong trong hodc ngoai hé théng VietinBank.

Céc tinh ning ndi bat:
- Thuc hién giao dich moi lic, moi noi.
- Cho phép KHTC thong qua ludng két néi API thuc hién luan chuyén hé so giai

ngan online tai NHCT.,
- Cap nhan trang thai giao dich tac thi.

1.2. Khai niém, thuat ngir, tir viét tit

STT Thuat ngir Y nghia

1. | VIETINBANK Ngan hang TMCP Cong Thuong Viét Nam

2. | TMCP Thuong mai C6 phan

3. |NH Ngan hang

4. | VietinBank Cong cung cap dich vu cho két ndi bén ngoai
iConnect

5. |ERP Déi tac
Partner

6. |VTB Vietinbank

7. | GNOL Giai ngan online

1.3. Pham vi
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STT Thuit ngir Y nghia

L 'mota chung Téng quan V& tai lidu

2. | Hudng dan chung vé

Huéng dan chung vé dang kv k¥ thuat
dang ky k¥ thuat uong da g vé dang ky ky thua

3. Use case M6 ta cac budc thuc hién ludng quy trinh

4. | Huéng dan lay danh sach

. Hudng dan lay danh sach céc testcase
Ccéc testcase

5. | Huéng dan lay dit liéu

Hudng dan lay di ligu cho tung testcase
cho ting testcase uong dan lay du lie g

2. HUONG DAN CHUNG VE PANG KY KY THUAT

2.1. Diéu kién dé tich hop
Dé goi dugc cac API cua dich vu Giai ngan online thuoc ludng két ndi qua AP,

khach hang/déi tac can phai dang ky véi VietinBank va ¢ mot s6 thong tin nhu sau:

- User tao dién va user phé duyét dugc cap quyén dich vu;

- Thong tin PID/MID tuong tng vaéi ting khach hang;

- Khai bao thong tin dia chi IP ciia khach hang dé VietinBank mo port két ndi
(truong hop mdi truong kiém tha thi VietinBank khéng chan két nbi, nhung trén
moi trudng that bat budc phai khai bao dia chi IP két ndi)

- Chung thu s6 cia doanh nghiép dé ma hoa giao dich trugc khi giri sang
VietinBank.

2.2. Mo ta phwong thirc truyén nhan dix liéu

M0 ta giao thirc két noi

VietinBank cung cip cho khich hang 2 phuong thuc truyén nhan dir lidu 1a goi
qua API va gui file qua SFTP

Khi goi cac API dugc md ta trong cac ludng use case chi tiét bén dudi, khéach
hang/ddi tac can ding ma token truy cap con hiéu luc cap béi Ngan hang. Trudng hop
ma token hét hiéu luc, khach hang/ddi tac goi API Get Token dé liy token méi, chi tiét
theo hudng dan tai g6i APl Get Token (gan link trén API portal) ...
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Phuwong thic két ndi API: RESTful Service véi request thong qua giao thuc
HTTPS véi JSON format, cac API dugc xac thuc (authen) bang tham sé client-
secret va client-id do VietinBank cung cap.

Key Value

MAIN_URL https://api-uat.VietinBank.vn/vtb-api-uat/development/disburse-
onl/create

Protocol REST-JSON

Content-Type JSON

Authorization Access_Token trong trurong hop sir dung phuong phap xac

thuc ay quyén Oauth2/0OICD
Server cung cap cho client két ndi cac thong tin sau dé st dung khai bao trong

header khi goi API dé dinh danh ddi tac, quan ly, bao cao.

Key Type Description

weibm-client-secret String leent secret do Vietinbank cung
cap

x-ibm-client-id String Client id do Vietinbank cung cap

Phwong thirc két noi qua FTP hodc SFTP: Ngoai cach thic truyén nhan dir ligu
qua API, VietinBank cung cap thém céch thac truyén nhan file qua SFTP theo
dinh dang 1SO 20022, Véi phuong thirc nay khach hang c6 thé lua chon 2 cach
lvu dir liéu nhu sau.

Dir liéu luu trén server tai VTB: Khach hang gui dir liéu qua dwong SFTP/FTP
dé gui théng tin can thuc hién giao dich, dit liéu ndy sé& duoc ma hoa bang chuan
GPG hoic theo chuan dé xuat cua VTB

Dir liéu Ivu trén server cia khach hang: Khach hang gui dir liéu 1én server cua
KH, cung cap username/password cho VTB dé VTB vao server cua KH dé lay
giao dich can thuc hién, cach nay theo dinh ky VTB s& quét theo 1 tan suat dinh
ky dé lay dir liéu (khong phai realtime)

Phwong thirc Ky so:

Nguyén tic trao déi khoa: Béi tac gui public key cho VietinBank, VietinBank
giri public key cho ddi téc.

Thuat toan sir dung trong ky sé: SHA1 hoic SHA256, cd thé sir dung chir ky s6
1024 bit hoac 2048 bit.
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= Quy dinh Ky s6: Ban tin dau vao cac APIs 14 ban tin JSON dugc thuc hién ky sb
(noi dung) theo ludng mo ta sau:

+ Quy trinh ky thuat Ky sé:

101100110101 |
— | PG ang BEm

DHirmg hasen bcam

PG dung
e kg

O
Ding knc-etu s ol kg
E 111101101110 * * g
Sherkey ek

K&t hop i dung
cln oy & chik ky

MG dung ky

Ban tin gc => Thuc hién ky s6 bing privateKey => Ban tin da dugc ky s6 => Goi
API => Pbi tac nhan duoc ban tin (da ky sb)

+ Quy trinh ky thuat xac thuc chir ky s6:

€
=

Tré 16i ky s6

request déi tac Bank verify

>

(1)
= (3) >

o
. response API
X ly 1énh Bank ky }—-I Response bank
public key dai tac p
4

c
=

v Buéc 1: Béi tac sign (ky) dir lidu truong signature bang private key ciaa doi tac
treéc khi gai sang VTB, quy tic cong cac truong (fields) dé ky duoc md ta chi tiét
& muc 'signature’ trong cac tai liéu ky thuat dinh kém cac dich vu twong ng.

Vi du: Cong cac truong vao thi thanh dir liu trudéc ky signData =
“123toimuonsinhqrcodechocongtyAchodichvuthanhtoanvienphisotien100000”
Thyc hién sign duoc két qua co6 dugce va gan vao truong signature = “base64” 10
truyén sang bank

v Budc 2: Bank nhan duoc dit liéu cua ddi tac sé tién hanh Verify (kiém tra) dit liéu
bang public key (ctia di tac gui trude do), néu ding goi vao bén trong BackeEnd
ctia bank dé xur Iy, ...
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v

Bwéc 3: Bank thuc hién sign (ky) dit liéu truong signature bang private key
cuabank, quy tic cong cac truong (fields) ciing dugc mo ta chi tiét & muyc signature
trong tai liéu, sau d6 tra dit liéu vé cho dbi tac

Buwéc 4: ddi tac nhan duoc dir lidu, verify dir liéu bang public key cua bank giri
trude d6, néu dung thi xu ly nghiép vu tiép, sai bo di vi c¢6 thé dir liéu khong duoc
toan ven.

Khuyén céo: Péi tac nén mua ching thu s cua cac NCC dich vy c6 uy tin va dugc
phap luat Viét Nam cdng nhan hoic qubc té nhu Viettel, VNPT, ...
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3. USE CASE

3.1. Md hinh két néi truc tiép Giai ngan online (Khéi tao va phé duyét trén
ERP)

3.1.1. So dd tuin ty

Khach hang Hé théng KH VietinBank Open AP

1. Lwa chon upload chirng tir -

2. Call API Upload chirng tir dé sinh s6 1D -
»
3. X Iy va phan hdi
3.1. Phan héi
< _____________________________
3.2 Hién thi trang thai
< _________________ -
4. Lya chon gidi ngan -
5. Call APl tao hd so gidi ngan online va |D chirng tir -
Lad
6. Xi¥ Iy va phan hi két qua
6.1. Phan hdi
‘ _____________________________
6.2 Hién thi trang thai
< _________________ |
7.Gapnhap théng tin hd so
>
8. Call API Cap nhap théng tin hd so/bang k&/ chirng tir g
Lad
9. Xi¥ Iy va phan héi két qua
< 9.1. Phan héi link URL gan file
9.2 Hién thi két qua
< _________________ -
10. Vén tin trang thai hd so
Ll
11. Call AP vén tin trang théi hé so -
L
12. Xtr Iy va phan hdi két qua
< 13.1. Phan héi link URL gan file
13.2 Hién thi két qua
< _________________
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3.1.2. Cac buéec chi tiét va danh sach API

Buéc 1: Khach hang chon Upload chting tir trén hé thong ctia khach hang

Buwéc 2: Hé thong khach hang/ddi tic goi API Upload ching tir dé sinh sé ID cho
cac ching tur vay

Budre 3: VietinBank tiép nhan xtr 1y thong tin va phan hdi cho hé thong ciia khach
hang

Budc 4: Khach hang lya chon giai ngan trén Hé thong cua khach hang

Buée 5: Hé théng khach hang/dbi tic c6 thé khoi tao yéu cau giai ngan giri
VietinBank bang API Tao h6 so Giai ngan online: KH Khai bao thong tin YCGN
trén file EXCEL/JSON/XML + s ID chimg tir vay giri thong tin dén hé thdng
VietinBank thong qua két nbi.

Buéc 6: Hé thong VietinBank API sé tra thong tin trang thai ting budc trong viéc
tiép nhdn va ra soat hd so, gii yéu cdu bd sung/chinh sta théng tin
EXCLE/JSON/XML.

Buéc 7: Khach hang chon cap nhap thong tin hd so

Budére 8 + 9: Hé théng khach hang/déi tac goi API sang VietinBank dé cap nhat thong
tin ho so va thong tin bang ké, bo sung ching tir cho ho so giai ngan.

VietinBank s tra thong tin trang thai ho so, bang ké cap nhat. Gui lai URL gén kém
file PDF mau GNN + bang ké da dién du thong tin dé khach hang ky sd.

Hé thdng khach hang/ddi tac nhan file PDF cho ky sb thong qua API (Khach hang
can xdy dung API dé VietinBank gui dir liéu, API xay dung theo tai liéu cua
VietinBank cung cap) dé ky sd va chuyén lai VietinBank thong qua két noi.

Hé thdng VietinBank API xac thuc tinh hop 1é cia GNN + ching tir di kém, chuyén
tiép sang hé théng ndi bd VietinBank dé thuc hién xir Iy va phan héi két qua vé cho
hé théng khach hang/ddi tac. Hé thong VietinBank API thyc hién tra ho so GNN +
bang ké ky sd, thong tin giao dich giai ngan vé hé théng ERP khach hang.

Budée 10 + 11: Hé thong khach hang/ddi tac co thé cha dong goi API dé vén tin trang
thai ho so; Van tin giai ngan (Truy van cac giao dich hoach toan tir tai khoan vay
ctia KH dé thanh toan cho bén thu huéng).

Budrc 12: Hé thong VietinBank API tra trang thai hd so/thong tin realtime cho khach
hang.
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Budc thuc hién
Budc 2
Bude 5
Budce 8
Budc 8
Budc 8
Budc 8
Budce 8
Budce 8
Budce 11

Bude 11

10

Vletlnchke

API sir dung

Upload ho so chimg tir

Tao hd so Giai ngan online
Cap nhat thong tin hd so
Cap nhat thong tin bang ké
Bo sung chimg tir cho hd so
X6a ching tir cho ho so
Van tin thong tin ho so
Huy ho so Giai ngan online
Van tin trang thai ho so

Van tin gidi ngan
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